
3GPP TS 33.1xx V0.0.1 (2007-07)
Technical Specification

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G security;
Common IMS Lawful Interception Stage2
(Release 8)


[image: image1.jpg]K oy




The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.

The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.

This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

Keywords

UMTS, Security, Architecture, IMS
3GPP

Postal address

3GPP support office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet

http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2007, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TTA, TTC).

All rights reserved.


Contents

4Foreword

Introduction
4
1
Scope
5
2
References
5
3
Definitions, symbols and abbreviations
6
3.1
Definitions
6
3.2
Abbreviations
6
4
Functional architecture
7
5
Invocation of Lawful Interception for Common IMS
7
5.1
Provision of Intercept Related Information
8
5.1.1
X2-interface
8
5.1.2
LI Events and Event Information
8
5.2
Provision of CC using Basic Transport Bearer LI Capabilities
8
5.3
Dynamic Provision CC using IMS control
8
5.4
  Structure of I-WLAN Events
8
Annex <A> (normative): GPRS / 3G PS Domain Specific IMS LI Details
8
Annex <B> (normative): TISPAN NGN R2 Specific IMS LI Details
8
Annex <C> (normative): SAE/LTE Specific IMS LI Details
8
Annex <X> (informative): Change history
9


Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This Technical Specification has been produced by the 3GPP TSG SA to allow for the standardisation in the area of Common IMS lawful interception of telecommunications. This document describes in general the architecture and functions for lawful interception. Laws of individual nations and regional institutions (e.g. European Union), and sometimes licensing and operating conditions define a need to intercept telecommunications traffic and related information in modern telecommunications systems. It has to be noted that lawful interception shall always be done in accordance with the applicable national or regional laws and technical regulations.

1
Scope

The present document describes the architecture and functional requirements within 3GPP Common IMS networks
The specification shows the service requirements from a Law Enforcement point of view only. The aim of this document is to define a common IMS interception system that supports a number of regional interception regulations, but these regulations are not repeated here as they vary. Regional interception requirements shall be met in using specific (regional) mediation functions allowing only required information to be transported.

Access technology specific issues, functionality and requirements are provide in individual Annexes within this specification in order to support Lawful Interception on 3GPP UMTS, TISPAN and other networks utilising 3GPP common IMS approach. 

The handover interfaces for Lawful Interception (LI) of Common IMS networks for Stage 3 are described in 3GPP TS 33.1xx [x].

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".
[2]
ETSI TS 101 331: "Telecommunications security; Lawful Interception (LI); Requirements of Law Enforcement Agencies".

[3]
ETSI ES 201 158: "Lawful Interception; Requirements for network functions".

[4]
ETSI ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".

[5]
3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful Interception Requirements".
[6]
3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful interception architecture and functions".

[7]
3GPP TS 33.108: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Handover interface for Lawful Interception".

[8]
ANSI J-STD-025‑A: "Lawfully Authorised Electronic Surveillance".

[9]
IETF RFC 3261: "SIP: Session Initiation Protocol".

[10]
3GPP TS 23.008: "3rd Generation Partnership Project; Technical Specification Group Core Network; Organization of subscriber data".

[11]
IETF RFC 1122: "Requirements for Internet Hosts -- Communication Layers".

[12]
IETF RFC 1123: "Requirements for Internet Hosts -- Application and Support".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Application layer: As defined by Internet Engineering Task Force (IETF) in [19].

IP layer: As defined by Internet Engineering Task Force (IETF) in [18]

Interception Area: is a subset of the network service area comprised of a set of cells which defines a geographical zone.

Location Dependent Interception: is interception of a target mobile within a network service area that is restricted to one or several Interception Areas (IA).

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

AN
Access Network

AP
Access Provider

CC
Content of Communication

CSCF
Call Session Control Function

CSP
Communication Service Provider

DF
Delivery Function

ECT
Explicit Call Transfer

FTP
File Transfer Protocol

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

HI
Handover Interface

IA
Interception Area

ICEs
Intercepting Control Elements (P-CSCF, S-CSCF, SGSN, GGSN, HLR, HSS, AAA Server, PDG)

IETF
Internet Engineering Task Force

IMEI
International Mobile station Equipment Identity

IMSI
International Mobile Subscriber Identity

INEs
Intercepting Network Elements (P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, HSS, AAA Server, PDG)

IP
Internet Protocol

IRI
Intercept Related Information

I-WLAN
Interworking WLAN (3GPP WLAN interworking subnetwork)

IMPI
IMS Private Identity

IMPU
IMS Public Identity

LAN
Local Area Network

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

MSISDN
Mobile Subscriber ISDN Number

NO
Network Operator

PDG
Packet Data Gateway

PoC
Push to talk over Cellular

PS
Packet Switched

RA
Routing Area

RAI
Routing Area Identity

SAI
Service Area Identity

SIP
Session Initiation Protocol

SMS
Short Message Service

TEL URL
"tel" URL, as defined in [x]

UE
User Equipment

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

VoIP
Voice over IP

WLAN
Wireless LAN

4 Functional architecture
[Editors NOTE] Copy IMS parts of section 4  33.107 here.
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Figure 1a: IMS-CSCF Intercept configuration

[Editors NOTE] Expand figure 1a or add second figure to cover Application Server and Dynamic CC trigger scenarios.

5
Invocation of Lawful Interception for Common IMS 
[Editors NOTE] Copy access independent stuff parts 33.107 section 7A here plus new generic requirement.

[Editors NOTE} This section is intended to align with approach taken for WLAN section of 33.107 and not existing format of 33.107 section 7A

5.1 Provision of Intercept Related Information
5.1.1 X2-interface
5.1.2
LI Events and Event Information
[Editors NOTE] More Full definitions of IMS IRI Records including identity headers
5.2 Provisioning of CC using Basic Transport Bearer LI Capabilities

[Editors NOTE] General statements about access independence and pointers to other specs / Annexs where bearer specific information can be found.
5.3 Dynamic Provisioning of CC using IMS control

[Editors NOTE] Addition of a new standardised triggering interface for activating CC interception from the CSCF. 

[Editors NOTE] Interface would define a standardised set of parameters to be passed to the bearer level LI function in order to activate CC LI for a VOIP call etc. (eg for use with MGWs)

Annex <A> (normative):
GPRS / 3G PS Domain Specific IMS LI Details
[Editors NOTE] Insert GPRS/IMS information here.
Annex <B> (normative):
TISPAN NGN R2 Specific IMS LI Details

[Editors NOTE] Insert TISPAN NGN R2 information here.
Annex <C> (normative):
SAE/LTE Specific IMS LI Details

[Editors NOTE] Insert SAE/LTE information here.
Annex <X> (informative):
Change history

It is usual to include an annex (usually the final annex of the document) for specifications under TSG change control which details the change history of the specification using a table as follows:
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