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ABSTRACT

This document provides the meeting minutes for the September 11-12, 2002 T1P1.SAH interim meeting in Las Vegas, Nevada.
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NOTICE

This is a draft document and thus, is dynamic in nature. It does not reflect a consensus of Committee T1-Telecommunications and it may be changed or modified. Neither ATIS nor Committee T1 makes any representation or warranty, express or implied, with respect to the sufficiency, accuracy or utility of the information or opinion contained or reflected in the material utilized. ATIS and Committee T1 further expressly advise that any use of or reliance upon the material in question is at your risk and neither ATIS nor Committee T1 shall be liable for any damage or injury, of whatever nature, incurred by any person arising out of any utilization of the material. It is possible that this material will at some future date be included in a copyrighted work by ATIS.

T1P1.SAH

Surveillance and Lawful Intercept Ad Hoc

Interim Meeting Report

September 11-12, 2002
1
Call to Order and Attendance

The meeting was convened on September 11th, 2002 at 9:20 a.m. Pacific Time. Attendance was taken. The terms of reference for the meeting: 

Review 3GPP TS 33.108 with regards to U.S./CALEA Lawful Intercept Requirements.  

2
Agenda Review

The draft agenda (T1P1/2002-096 R1) was reviewed, updated, and contributions ordered within the agenda. See attached approved agenda.

3
IPR

No comments on IPR were received.

4
Reports, Liaisons, Correspondence, and Announcements

None.
5
Unfinished Business

086 Suggested Changes to TS 33.108 (AWS) – This contribution was withdrawn and replaced by contribution T1P1/2002-100.

088 Lawful Intercept for UMTS (Motorola) – This contribution was withdrawn and replaced by contribution T1P1/2002-099.

100 Suggested US-specific changes to 33.108 (AWS) – This contribution was addressed. Some 20 recommended changes to TS 33.108 were identified and discussed. The recommendations receiving consensus are reflected in the attached comments for TS 33.108.

099 Surveillance Assistance for U.S. Law Enforcement for UMTS (Motorola) – This contribution was addressed in part. Some 25 recommended changes to TS 33.108 were identified and discussed. The recommendations reviewed and receiving consensus are reflected in the attached comments for TS 33.108. The contribution was not completely reviewed due to time constraints. The portions not addressed are carried over to the November, 2002 T1P1 meeting in San Diego.

6
New Business

098 Methodology for Correlating SIP Signaling and Associated Media Stream (Nortel) – This contribution was not addressed due to time constraints. The contribution discusses a method for correlating the SIP signaling of a dialog with the media stream associated with the dialog. The contribution is carried over to the November, 2002 T1P1 meeting in San Diego.

7
Plans and Meetings

The following Y2002 meetings have been identified :

3GPP SA3-LI
Sept. 24-26

Helsinki

3GPP SA3-LI
November 12-14

San Diego

T1P1

November 05-08

San Diego

8
Adjournment

The meeting was adjourned at 12:00 noon Pacific Time on September 12, 2002.

Attendance:

	Name
	Organization

	Peter Musgrove
	AT&T Wireless

	Pierre Truong
	Ericsson

	James Lovelace
	FBI-OGC

	Norm Wright
	FBI-Lafayette Group

	Don Codling
	FBI-CIS

	Bob Beeson
	Lucent

	Cathy FitzPatrick
	Lucent

	Brye Bonner
	Motorola

	Ron Ryan
	Nortel Networks

	Sandra Lopez
	Telcordia Technologies

	Mark Young
	T-Mobile


Contribution List:

	Number
	Title
	Contributor
	Disposition

	096 R1
	Agenda
	Chair
	approved

	086
	Suggested Changes to TS 33.108
	AWS
	withdrawn

	088
	Lawful Intercept for UMTS
	Motorola
	withdrawn

	098
	Methodology for Correlating SIP Signaling and Associated

Media Stream
	Nortel
	not addressed

(carry over)

	099
	Surveillance Assistance for U.S. Law Enforcement 

for UMTS
	Motorola
	addressed in part 

(carry over)

	100
	Suggested US-specific changes to 33.108
	AWS
	addressed


T1P1.SAH

Draft Agenda

September 11-12, 2002

(Las Vegas, Nevada)

Approved Agenda
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2. Attendance

3. Contribution Ordering and Distribution

4. Agenda Approval    ............................................................
096 R1
5. Meeting Report(s)   ………………………………………
 

6. Correspondence and Liaisons   …………………………..

 
7. Announcements           ........................................................

 

8. Unfinished Business    ........................................................



a. Review TS 33.108 for U.S./CALEA Requirements …...
086/100, 088/099
9. New Business    

a. Review TS 33.108 for U.S./CALEA Requirements …...

098



10. Plans and Actions

11. Future Meetings


3GPP SA3-LI
September 24-26, 2002
Helsinki


T1P1 

November 5-8, 2002
San Diego


3GPP SA3-LI
November 12-14, 2002
San Diego

12.
Adjournment

Part 1. Consensus Comments for TS 33.108 v 5.0.0

3
Definitions and abbreviations

3.1 Definitions
For the purposes of the present document, the following terms and definitions apply and are not intended to supplant definitions for the same terms under national law. 
….
intercept related information: collection of information or data associated with telecommunication services involving the target identity, including but not necessarily limited to communication associated information or data (e.g. unsuccessful communication attempts), service associated information or data, signalling information used to establish or control the telecommunications service, event time and date, and location information. 

….
4.1
Basic principles for the handover interface

The network requirements mentioned in the present document are derived, in part, from the requirements defined in ES 201 158 [2].

Lawful interception may require functions to be provided in the switching or routing nodes of a telecommunications network.

The specification of the handover interface is subdivided into three logical ports each optimised to the different purposes and types of information being exchanged.

The interface is extensible (i.e., the interface may be modified in the future as necessary).

4.3
Functional requirements

A lawful authorization shall describe the kind of information (Intercept Related Information (IRI) only, or IRI with Content of Communication (CC)) that is required by this LEA, the identifiers for the interception subject, the start and stop time of LI, and the addresses of the LEAs for delivery of CC and/or IRI and further information.

A single interception subject may be the subject of interception by different LEAs. It shall be possible strictly to separate these interception measures.

If two targets are communicating with each other, each target is dealt with separately.

4.4.1
Handover interface port 2 (HI2)

The handover interface port 2 shall transport the IRI from the NWO/AP/SvP's IIF to the LEMF.

The delivery shall be performed via data communication methods which are suitable for the network infrastructure and for the kind and volume of data to be transmitted. In the U.S., delivery is subject to the facilities procured by the government.
The delivery can in principle be made via different types of lower communication layers, which should be standard or widely used data communication protocols.

The individual IRI parameters shall be coded using ASN.1 and the basic encoding rules (BER). The format of the parameter’s information content shall be based on existing telecommunication standards, where possible.

The individual IRI parameters have to be sent to the LEMF at least once (if available).

The IRI records shall contain information available from normal network  operating procedures. In addition the IRI records shall include information for identification and control purposes as specifically required by the HI2 port.

The IIF is not required to make any attempt to request explicitly extra information which has not already been supplied by a signalling system.

4.4.2
Handover interface port 3 (HI3)

The port HI3 shall transport the content of the communication (CC) of the intercepted telecommunication service to the LEMF. The content of communication shall be presented, subject to national requirements, as a transparent en-clair copy of the information flow during an established, frequently bi-directional, communication of the interception subject.  

As the appropriate form of  HI3 depends upon the service being intercepted, HI3 is described in relevant annexes.

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams might also be delivered via a common transmission path from a MF to a LEMF. It is possible to correlate HI2 and HI3 packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams.

4.5
HI2: Interface port for intercept related information

The HI2 interface port shall be used to transport all intercept-related information (IRI). Only information which is part of standard network signalling procedures shall be used within communication related IRI.
Sending of the intercept-related information (IRI) to the LEMF shall in general take place as soon as possible, after the relevant information is available.

In exceptional cases (e.g. data link failure), the intercept related information may or may not be buffered for later transmission for a specified period of time.

Within this section only definitions are made which apply in general for all network technologies. Additional technology specific HI2 definitions are specified in related Annexes.

4.5.1
Data transmission protocols

The protocol used by the “LI application” for the encoding and the sending of data between the MF and the LEMF is based on already standardized data transmission protocols (e.g. ROSE or FTP).
The specified data communication methods provide a general means of data communication between the LEA and the NWO/AP/SvP’s mediation function. They are used for the delivery of:

•
HI2 type of information (IRI records);

•
Certain types of content of communication (e.g., SMS).


6.2.2
Quality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the original content of communication. This may be derived from the QoS class used for the original intercepted session [7]. Law enforcement and the service provider must negotiate the appropriate QOS.

6.2.3
Reliability

The reliability associated with the result of interception should be (at least) equal to the reliability of the original content of communication. This may be derived from the QoS class used for the original  intercepted session [7].

In the U.S. reliability is determined by what law enforcement procures.

6.5
IRI for packet domain

Intercept related information will in principle be available in the following phases of a data transmission:

 1.
At connection attempt when the target identity becomes active, at which time packet transmission may or may not occur (i.e., set up of a data context, target may be the originating or terminating party);

2.
At the end of a connection, when the target identity becomes inactive (i.e., removal of a data context);

3.
At certain times when relevant information are available.

In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on subscriber controlled input.

The intercept related information (IRI) may be subdivided into the following categories:

….
Table 6.2: Mapping between Events information and IRI information

	parameter
	description
	HI2 ASN.1 parameter

	observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber).
	partyInformation (party-identiity)

	observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber).
	partyInformation (party-identity)

	observed IMEI 
	Target Identifier with the IMEI of the target subscriber (monitored subscriber)
	partyInformation (party-identity)

	observed PDP address
	PDP address used by the  target..
	partyInformation 

(services-data-information)

	event type
	Description which type of event is delivered: PDP Context Activation, PDP Context Deactivation,GPRS Attach, etc.
	gPRSevent

	event date
	Date of the event generation in the xGSN
	timeStamp

	event time
	Time of the event generation in the xGSN
	

	access point name
	The APN of the access point
	partyInformation 

(services-data-information)

	PDP type
	This field describes the PDP type as defined in TS GSM 09.60, TS GSM 04.08, TS GSM 09.02
	partyInformation 

(services-data-information)

	initiator
	This field indicates whether the PDP context activation, deactivation, or modification is MS directed or network initiated.
	initiator

	correlation number
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each  PDP Context and the IRI. 
	gPRSCorrelationNumber

	lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	location information
	This field provides  the location information of the target that is present at the SGSN at the time of event record production.
	locationOfTheTarget

	SMS
	The SMS content with header which is sent with the SMS-service
	sMS

	failed context activation reason
	This field gives information about the reason for a failed context activation of the target subscriber.
	gPRSOperationErrorCode

	failed attach reason
	This field gives information about the reason for a failed attach attempt of the target subscriber.
	gPRSOperationErrorCode

	service center address
	This field identifies the address of the relevant server within the calling (if server is originating) or called (if server is terminating) party address parameters for SMS-MO or SMS-MT.
	serviceCenterAddress

	umts QOS
	This field indicates the Quality of Service associated with the PDP Context procedure.
	qOS

	context deactivation reason
	This field gives information about the reason for context deactivation of the target subscriber.
	gPRSOperationErrorCode

	network identifier
	Operator ID plus SGSN or GGSN address.
	networkIdentifier

	iP assignment
	Observed PDP address is statically or dynamically assigned.
	iP-assignment

	SMS originating address
	Identifies the originator of the SMS message.
	DataNodeAddress

	SMS terminating address
	Identifies the intended recipient of the SMS message.
	DataNodeAddress

	SMS initiator
	Indicates whether the SMS is MO, MT, or Undefined
	sms-initiator

	serving SGSN number
	An E.164 number of the serving SGSN.
	ServingSGSN-Number

	Serving SGSN address
	An IP address of the serving SGSN.
	ServingSGSN-Address


NOTE:
LIID parameter must be present in each record sent to the LEMF.

Annex G (informative):
United States lawful interception

With respect to the handover interfaces they must be capable of delivering intercepted communications and IRI information in a format such that they may be transmitted by means of equipment, facilities, or services procured by the government.

With respect to location information ‘when authorized’ means the ability to provide location information on a per-surveillance basis.

The delivery methods described in this document are optional methods and no specific method is required in the U.S..
G.1
Delivery methods preferences

Law enforcement agencies want reliable delivery of intercepted communications to the LEMF:

-
U.S. Law enforcement prefers that the capability to deliver IRI to the LEMF be provided over the HI2 directly over TCP (at the transport layer) and the Internet Protocol (IP) (at the network layer).

-
U.S. Law enforcement prefers that the capability to deliver content of communication to the LEMF be provided using the GPRS LI Correlation Header over TCP/IP method for delivery.

Part 2. Comments for TS 33.108 v 5.0.0 Requiring Additional Resolution

1.
Develop a statement for Annex G from the following:

Option #1. This document is intended to satisfy the "safe harbor" requirements of section 107 of the Communications Assistance for Law Enforcement Act, Pub. L. 103-414. The preparation of this document is not a concession that GPRS services are covered by CALEA.

Option #2. This document is intended to satisfy the requirements of section 107 (a) (2) of the Communications Assistance for Law Enforcement Act, Pub. L. 103-414 such that a telecommunications carrier, manufacturer, or support service provider that is in compliance with this document shall have “Safe Harbor”. The preparation of this document is not intended to imply that UMTS or GPRS services are or are not covered by CALEA.

Option #3.  Form a new paragraph using elements from Options 1 and 2.

2.
Determine if a new U.S. annex is needed for Normative text.
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