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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

NA
3
Rationale

During the collecting of open issues, some companies prefers to specify a Kaf refresh procedure, while some companies saying the AKMA should be similar to the GBA. But in GBA, the KNAF refresh is based on the GBA authentication which shall be called rekeying. The different between GBA and AKMA is on the life time of keys. AKMA introduces the independent lifetimes of KAKMA and KAF, but in GBA, the lifetime of Ks may be dependent on the KNAF. The difference between AKMA and GBA is very clear, i.e. when the lifetime of KAF is expired, the KAKMA is not changed. Thus, the first reason of introducing the KAF refresh is because the independent lifetime of KAKMA and KAF.
The other reason to introduce the KAF refresh is that the explicit lifetime has been introduced. If we do not define a 3GPP specific KAF refresh procedure, we can only relay on the design on Ua* interface which is very dangerous. Because whether the AF refresh the KAF is not guaranteed.
The third reason is that a 3GPP specific KAF refresh procedure is that the use of explicit lifetime is clear to the AKMA end user, otherwise the AKMA end user will confuse on the meaning of introducing the explicit lifetime.
The solution is a bit extended than the previous versions, because a new KAKMA and a new A-KID can be generated before the KAF lifetime expires. In this case, the AAnF will return a failure to the AF on KAF refresh.

4
Detailed proposal

6.4
AKMA key change


6.4.1
KAKMA re-keying
KAKMA shall be re-keyed by running a primary authentication as described in clause 6.1.
6.4.2
KAF re-keying

The KAF refresh depends on the lifetime of the KAF and may be trigged by the AF, which means when a new KAKMA is derived, the KAF will not be re-keyed automatically. 
6.4.X KAF refresh
The KAF may be used as a PSK to establish the security between the UE and AF. The clause 5.2 defines the KAF can continue to be used until its lifetime expires. This means the KAF has to be refreshed when the lifetime expires. The following scenarios may happen (a) AAnF and AUSF cannot find a KAKMA corresponding to an A-KID. This is because when the re-authentication happens, the KAKMA and the corresponding A-KID shall be deleted by the AAnF, or (b) an based on A-KID,  derives a new KAF can be derived, or (c) by the AF triggers to derive a new KAF in Ua* protocol. 

6.4.X.xx AKMA specific KAF refresh
In the case of (a), when the KAF is about to expire, the AF shall send the stored A-KID at the AF corresponding to the currently used KAF to the AAnF by sending KAF update request message to the AAnF. The AAnF does not recognize the A-KID because the primiray authentication has runned which results the A-KID was deleted. If this happens, the AAnF shall return a failure message to the AF indicating that the A-KID is unknown. The AF shall abort the on-going AKMA service and the UE shall reconnection to the AF using the procedure defined in clause 6.1, or the AF can use Ua* protocol to refresh the KAF.
In the case of (b), when the KAF is about to expire, the AF shall send the A-KID stored at the AF corresponding to the currently used KAF to the AAnF by sending KAF update request message to the AAnF. Then the AAnF shall derive a new KAF, and then deliver the new KAF and the expiration time to the AF as described in clause 6.2.
NOTE: whether the case (a) and (b) is needed and is used is up to the Ua* protocol. It means if Ua* protocol reuses a security protocol that is not defined by 3GPP, such as EAP-TLS, then case (a) and (b) are not supported.
6.4.X.yy KAF refreshment on Ua* protocol
In case (c), UE and AF may rely on the Ua* protocol to update the KAF.
