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Attachments:


1. Overall Description:
SA3 identifies that the allowed CAG list in a UE will be wrongly deleted if the UE is rejected by the AMF and receives a forged list of supported CAG Identifier(s) of the CAG cell broadcasted by a false base station staging a Man-in-the-Middle (MITM) attack. Details on the MITM attack can be found in S3-2011210xxx.
 
As the AMF can obtain the authentic list of supported CAG Identifier(s) of the CAG cell(s) by the NG-RAN (via secure N2), it’s proposed to provide the list of supported CAG-ID(s) from the AMF to the UE in the case where AMF rejects the registration because the supported list of CAG cells received from NG-RAN has no overlapping with UE’s allowed CAG list.
  
Therefore, SA3 kindly asks SA2 to take this information into account and provide UE with the authentic list of supported CAG Identifier(s) of the CAG cell(s) in the cases where AMF rejects the registration because CAG cell received from NG-RAN is not part of the UE’s allowed CAG list.

2. Actions:
To SA2 group.
ACTION: 	SA3 kindly asks SA2 group to take the above information into account and provide UE with the authentic list of supported CAG Identifier(s) of the CAG cell(s) in the cases where AMF rejects the registration because the list of supported CAG cell(s) received from NG-RAN has no overlapping with the UE’s allowed CAG list.

3. Date of Next TSG-SA WG5 Meetings:
SA3#100	06 -10 July 2020	e-meeting
SA3#100-bis	17-21 August 2020	e-meeting
SA3#100bis	17 – 21 August 2020	US, US
SA3#101	09 – 13 November 2020	India, IN
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