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1
Decision/action requested

This document discusses protection of allowed CAG list against MITM attack.
2
References

[1]    3GPP TS 23.501, v16.4.0 “System architecture for the 5G System"

3.
Discussion

According to clause 5.30.3.4 of 23.501:

“During transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell:

-
The AMF shall verify whether UE access is allowed by Mobility Restrictions:

NOTE 2:
It is assumed that the AMF is made aware of the supported CAG Identifier(s) of the CAG cell by the NG-RAN.
-
If at least one of the CAG Identifier(s) received from the NG-RAN is part of the UE's Allowed CAG list, then the AMF accepts the NAS request;

-
If none of the CAG Identifier(s) received from the NG-RAN are part of the UE's Allowed CAG list, then the AMF rejects the NAS request with an appropriate cause code, then the UE removes the CAG Identifier(s) of the CAG cell related to the selected PLMN, if any exists, from its Allowed CAG list, as defined in TS 24.501 [47]. The AMF shall then release the NAS signalling connection for the UE by triggering the AN release procedure; and"
It specifies that the AMF is made aware of the CAG-ID(s) of the CAG cell supported by the NG-RAN. UE does not send the requested CAG-ID to the network. So when the AMF gets a registration request from the UE over a CAG cell, AMF checks if the CAG-ID(s) supported by the NG-RAN overlaps the Allowed CAG list. If there is overlapping, AMF accepts the registration, otherwise the registration is rejected with #76 cause.

But the specified behaviour can allow the man-in-the-middle attack which is describe below, and trick a UE to delete its allowed CAG IDs.
Consider the following case:
a) A UE has an allowed CAG list of CAG 1, CAG 2 and CAG 3.

b) A genuine gNB supports CAG 4.
c) A man-in-the-middle (MITM) presents between the UE and the genuine gNB.

d) The MITM broadcasts that it supports CAG 1 and CAG 2.

e) Then, the UE will try to send registration request to MITM and the MITM will relay the registration request to the gNB.

f) The gNB will send the supported CAG ID, i.e., CAG 4, to the AMF, together with the registration request.

g) The AMF checks that CAG 4 is NOT in the Allowed CAG list and the registration request will be rejected by the AMF by cause #76.

h) UE receives #76 cause and will delete the CAG IDs 1 and 2 from the Allowed CAG list.
As a result, the UE will delete CAG 1 and CAG 2 from its "allowed CAG list".
OBSERVATION 1: UE cannot receive the authentic CAG Identifier(s) of the CAG cell from broadcast message if there is an attacker between UE and the genuine gNB.
OBSERVATION 2: AMF can obtain the authentic CAG Identifier(s) of the CAG cell by the NG-RAN (via secure N2).

OBSERVATION 3: The allowed CAG list in UE will be improperly deleted if the UE is rejected by AMF and receives a forged broadcast CAG Identifier(s) of the CAG cell before.

So if this above scenario happens, the allowed CAG list in the UE is deleted and the UE will not be able to get the services. 
3GPP

SA WG2 TD


