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1
Decision/action requested

This contribution proposes to add further evaluation to Solution#25
2
References

N/A

3
Rationale

This contribution attempts to elaborate the evaluation of Solution #25: Security solution for preventing Botnet Attacks from Improper CIOT Device Use.
4
Detailed proposal

***** Start of Change *****
6.25
Solution #25: Security solution for preventing Botnet Attacks from Improper CIOT Device Use

6.25.1
Introduction

This solution addresses key issue #x: preventing Botnet Attacks from Improper CIOT Device Usage. This solution is proposing enabling the serving network to be aware of CIOT devices expected behaviour. This solution provides the serving network this information by utilizing IETF RFC 8520 which specifies the Manufacturers Usage Description (MUD) protocol. MUD provides a scalable and efficient solution for communicating detailed networking requirements to local network devices in a machine-readable format. This information is sufficient for network devices to create per-device white and black lists. However, the IETF did not address cellular IOT devices. This document identifies three potential options for communicating networking requirements to cellular networks using MUD. The MUD protocol is designed to enable a CIOT device to signal to the network the types of access and functionality it requires to properly operate. This information is provided from the device in the form of a MUD URL as specified in IETF RFC8520. The ability for networks to be aware and constrain the communication abilities of exploited IoT devices reduces the potential for the devices to be used in attacks—both DDoS attacks that could be launched across the internet and attacks on the IoT device’s local network that could have security consequences. 
The IETF MUD RFC provides a mechanism for signalling a standardized way for a CIOT device to signal this information to the serving network. A simple example of this capability is as follows;  
“A light bulb is intended to light a room. It may be remotely controlled through the network, and it may make use of a rendezvous service (which could be accessed by an application on a smart phone). What we can say about that light bulb, then, is that all other network access is unwanted. It will not contact a news service, nor speak to the refrigerator, and it has no need of a printer or other devices. It has no social networking friends. Therefore, applying an access list to it that states it will only connect to the single rendezvous service will not impede performing its function; at the same time, this will allow the network to provide the light bulb and other devices an additional layer of protection. [1]”
6.25.2
Solution A details
The CIOT device sends the MUD URL specified in IETF RFC8520 as part of the UE network capability information element.

6.25.2
Solution B details
The Home network delivers the MUD URL specified in IETF RFC8520 to the serving network upon successful attach of the CIOT device. The information regarding the CIOT device’s expected usage is available to the home network based on the IMSI and subscription information. 
6.25.2
Solution C details
The serving network retrieves the MUD URL specified in IETF RFC8520 based on the IMEI. The information is available to the serving network through a central repository. This repository could be built in collaboration with GSMA by including the MUD URL in the TAC table of the IMEI database. 

Botnets have not been known to change the IMEI of compromised IoT devices because they only operate within the main processor and not the modem itself, therefore it makes sense to have an understanding of a devices expected network usage based on IMEI by the serving network.
NWDAF could then make use of the MUD information to detect whether a device or a set of devices is deviating from its expected behaviour.
6.25.3
Evaluation

Solutions utilizing the IETF RFC 8520 Manufacturers Usage Description (MUD) protocol may meet the potential security requirement to support detection of UE misbehaviour. 
The different alternatives presented in this solution describes different approaches on how to leverage the IETF RFC 8520 Manufacturers Usage Description (MUD) protocol in the 5GS. All solutions proposed leaves out how to integrate the MUD protocol into the 5GS for further study. These clarifications on integration are essential to be able to properly determine the potential architectural impact and gained value to the 5GS by introducing the IETF RFC 8520 Manufacturers Usage Description (MUD) protocol.

***** End of Change *****

