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Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Study on security aspects of network slicing - RAN and Phase 2
Acronym: FS_NS2_SEC 
Unique identifier: 
 
Potential target Release: {Rel-17}. 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts 
{ For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study.}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	
	
	X


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …  
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
{Not applicable for a Study Item}
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	860039
	Study on enhancement of RAN slicing for NR
	Related Stage-2 study item in RAN2/RAN3 

	850010
	Study on Enhancement of Network Slicing Phase 2
	Related Stage-2 study item in SA2


3
Justification

In 3GPP TSG RAN #86 in December 2019, on one hand, a new study on RAN slicing has been approved, i.e. “Study on enhancement of RAN Slicing”. It aims to study the mechanisms to enable UE a fast access to intended cells and support service continuity. New RAN procedures are expected to be studied or introduced, e.g. slice based cell reselection / RACH configuration or access barring, slice re-mapping, fall-back, and data forwarding procedures etc. It is also expected that slice information will be exchanged between UE and RAN in order to achieve “fast access”. The potential security threats or privacy concerns should be investigated and addressed, if any, from SA3 perspective. 
On the other hand, SA2 embarked on a phase 2 study on network slicing “Feasibility Study on Enhancement of Network Slicing Phase 2” in June 2019. This study aims to standardize Generic Slice Template (GST) performance bounds and introduce enhanced procedures to achieve these, e.g. event notification, dynamic adjustment, cell selection, PLMN selection in roaming, and simultaneous use of the network slice etc. These new procedures should be evaluated from security point of view to clear potential security risks, if any, before introducing to the 5G systems. In addition, security related GST parameters can also be investigated and identified to the complement SA2’s work.
Besides, during the work on Release 16, the need to support the indirect reroute procedure for registered UEs has become apparent. The intention is to enable deployment scenarios with stricter slice isolation requirements on the core network, for example where the AMFs are unable to communicate with each other.
4
Objective

The objectives of this study are to identify key issues, potential security and privacy requirements and solutions with respect to supporting RAN slicing and phase 2 enhancement of network slicing. Specifically, it aims at studying the security aspects related to 
· RAN: UE fast access to the cell supporting the intended slice, e.g. slice based cell reselection/RACH configuration or access barring

· RAN: RAN service continuity, e.g., slice re-mapping, fall-back, and data forwarding procedures.  
· SA2: Enhanced phase2 procedures, e.g. event notification, dynamic adjustment, cell selection, PLMN selection in roaming, simultaneous use of the network slice. 

· SA2: Security related GST
· SA3: Study the potential security issues, solutions and enhancements for enabling the indirect reroute procedure for registered UEs 
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR

	33.xxx
	Study on security aspects of network slicing - RAN and Phase 2
	SA#90
(Dec 2020)
	SA#91
(Mar 2021)
	Lei, Zander, Huawei, lei.zhongding@huawei.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Zander Lei, Huawei, lei.zhongding@huawei.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
RAN2/3 works on radio access network architecture and procedure, SA2 works on system architecture and procedure. 
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Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	CATT

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	


