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Decision/action requested

This is a discussion paper for unified group key management.
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Rationale
For many 3GPP features, e.g. LCS, 5G LAN, V2X, ProSe, MBMS, etc., group communication among group members is a very general scenario. Group members may broadcast or receive the group communication content within the same group. In order to protect the content, group key is generally used. Table 3-1 lists the existing features which use group communication, and the related group communication protection mechanism.
Table 3-1 Group communication Protection Mechanism of existing 3GPP features
	Feature
	Procedure
	Group Member
	Group Communication Path
	PDCP Protection
	Application Protection

	LCS
	Broadcast of Assistance Data（Ref. TS 23.273 [1]）
	UEs, LMF
	LMF -> AMF –> RAN -> UE
	Partial, assistance data is ciphered using group key in broadcast
	None

	5G LAN
	5G LAN-type service（Ref. TS 23.501 [2]）
	UEs
	UE -> RAN -> UPF -> RAN -> UE
	Yes (Uu protection using UP key)
	Out of 3GPP scope

	V2X
	Groupcast mode V2X communication（Ref. TS 33.536 [3]）
	UEs
	UE <PC5> UE
	None
	Out of 3GPP scope

	ProSe
	One to many communication（Ref. TS 33.303 [4]）
	UEs
	UE <PC5> UE
	Yes, ciphering using group key
	Out of 3GPP scope

	MBMS
	Multicast Mode（Ref. TS 33.246 [5]）
	UEs, BM-SC
	BM-SC –> MBMS GW -> RAN –> UE
	None (broadcast)
	Yes, SRTP, SRTCP, protection using group key


According to the table 3-1, for LCS and ProSe features, 3GPP has defined PDCP protection mechanism using group key for group communication protection. For MBMS feature, 3GPP has defined application protection mechanism using group key for group communication protection. For 5G LAN and V2X features, they may use group communication procedure, but the protection mechanism is out of 3GPP scope.
Observation 1: There are multiple 3GPP features using group communication, 3GPP has defined group communication protection mechanisms using group key in PDCP layer or Application layer. 
However, it is complicated for group key management, which consists of key generation, key storage, key distribution, key update and key revocation. Since the group key is shared among all group members, the group key management may suffer higher risk. Table 3-2 lists the group key management of existing features.
Table 3-2 Group Key Management of existing 3GPP features
	Feature
	Key Generation
	Key Storage
	Key Distribution
	Key Update
	Key Revocation

	LCS
	LMF
	LMF, UE
	LMF –> AMF –> UE
	LMF –> AMF –> UE
	/

	5G LAN
	/
	/
	/
	/
	/

	V2X
	/
	/
	/
	/
	/

	ProSe
	ProSe KMF
	ProSe KMF, UE
	ProSe KMF <MIKEY> UE
	/
	/

	MBMS
	BM-SC
	BM-SC, UE
	BM-SC <MIKEY> UE
	BM-SC <MIKEY> UE
	/


For LCS, LMF manages group key generation, and the group key can be stored in both LMF and UEs. For ProSe, ProSe Key Management Function manages group key generation, and the group key can be stored in both ProSe KMF and UEs. For MBMS, BM-SC manages group key generation, and the group key can be stored in both BM-SC and UEs. Those functions may be located in different security domain, e.g. if MEC is introduced, some of those functions may be located in RAN domain. Besides, multiple UEs in the same group hold the same group key, if one of the UEs is compromised, the group key is leaked. Thus, the group key is more likely to be leaked.
Observation 2: From key generation and key storage aspect, for different features, e.g. LCS, ProSe, MBMS, the group key is generated and stored in different network entities which may be located in different security domain. In addition, the group key is shared among all group members, so, the group key is more likely to be leaked.
For LCS, LMF sends the group key to the AMF, and the AMF sends the group key to the UE in NAS signaling. However, the mechanism may involve additional security issue, i.e. if NAS ciphering is not activated, the group key may be leaked during transmission. 
Observation 3: From key distribution aspect, the procedure is different among different features, which may involve additional security issue, e.g. for LCS, the group key is sent in NAS message but if NAS ciphering is not activated, it may cause group key leakage issue.
ProSe does not consider group key update procedure. For MBMS, group key update procedure is active, BM-SC pushes updated group key to the UEs in the same group, which may involve big signaling overhead when the group key is updated if logic on the BM-SC is not carefully defined. For LCS, group key update procedure is passive, LMF sends updated group key to the AMF, UEs will update their group key after triggering the next registration procedure, thus, the network shall hold old and new group key in case that some of the UEs do not trigger registration procedure. 
Observation 4: For key update, group key update is more complex, because the network needs to update group key for large amount of group members at the same time; it will involve big signaling overhead. In addition, the network shall hold old and new group key in case that some of the group members do not update to a new key.
All the features do not consider key revocation procedure. However, if a group member leaves this group, but the group key is still available for group communication content, the group key is still known by the leaving group member, so this member could still read the group communication content, which creates additional security risk.
Observation 5: Key revocation shall be considered in case that group members leave. However, none of the existing features considers this, which creates additional security risk that a leaving group member can still read group communication content.
If SA3 introduces a unified group key management mechanism, the group key management function can be located in a secure domain, and there will be a general procedure for key distribution, key update and key revocation, Existing features listed above and new features which use group communication (e.g. upcoming 5G ProSe, 5G MBS) may use this mechanism for group key management, which may address the above security risks.
3GPP has developed schemes (like GBA, BEST, AKMA) that enable a unified single key management of application keys based on 3GPP credential. 

Observation 6: Unified group key management mechanism may address the security risks mentioned above.
4
Detailed Proposal
It is proposed to start a new study item fulfilling the need of group key management.
