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1
Decision/action requested

This document discusses on multiple Kausf upon registering via multiple SNs.
2
References

[1]
S3-20xxxx, CT4's LS to SA3 on multiple Kausf upon registering via multiple SNs
3
Rationale

CT4 had sent an LS to SA3 in S3-20xxxx [1] asking for the following questions:

1. When two different AUSFs are selected by the two serving PLMNs, how does UDM handle the SoRProtection or UPUProtection services – how does UDM select which AUSF to talk to?

2. When same AUSF is selected by the two serving PLMNs, does AUSF only save the latest Kausf?

3. Does UE only store the latest Kausf in multiple registrations?

For the first question, assuming the answer is: UE keeps the latest Kausf and UDM select the AUSF instance that executed the latest successful primary authentication procedure for the UE. Considering the following scenario:

1. UE registers to AUSF_A via SN_A and generates Kausf_A, the UDM stores UE’s authentication result A.
2. UE registers to AUSF_B via SN_B and generates Kausf_B, the UDM stores UE’s authentication result B.
After the above two procedure, UE keeps Kausf_B.

3. UE deregisters in SN_B and AMF_B will trigger AUSF_B to remove the authentication result B in UDM.

Then, the AUSF_A is the one that executed the latest successful primary authentication procedure for the UE.
4. UDM sends an UPUProtection service request to the AUSF_A.
5. AUSF_A selects a Kausf_A and protects the UPUInfo with the the Kausf_A, and sends the protected UPUInfo to UDM.
6. UDM starts the subsequent UPU procedure via SN_A.
7. UE selects the Kausf_B to validate the received UPUInfo, which is protected with the Kausf_A. The validation will fail. Hence the UPU will fail.
As a result, to facilitate the UPU and SOR procedure, it is proposed that the UE shall independently maintain and use two different Kausf, one per PLMN's serving network. The same principle is also shall be applied to AUSF in case where the same AUSF is selected by the two serving PLMNs.
Furthermore, as also indicated in the LS, the Kausf derivation is binded with Serving Network name which means the Kausf is SN-specific and shall only be used in the corresponding SN from a security point of view.
In conclusion, the three questions in the LS shall be replied as below:

1. When two different AUSFs are selected by the two serving PLMNs, how does UDM handle the SoRProtection or UPUProtection services – how does UDM select which AUSF to talk to?
Reply: UDM selects the AUSF corresponding to the SN with which the UDM selects to initiate the subsequent UPU and SoR procedure. 
2. When same AUSF is selected by the two serving PLMNs, does AUSF only save the latest Kausf?
Reply: AUSF shall independently maintain and use two different Kausf, one per PLMN's serving network. 

3. Does UE only store the latest Kausf in multiple registrations?

Reply: UE shall independently maintain and use two different Kausf, one per PLMN's serving network. 
4
Detailed proposal

Send LS to CT4, as below.

1. When two different AUSFs are selected by the two serving PLMNs, how does UDM handle the SoRProtection or UPUProtection services – how does UDM select which AUSF to talk to?
Reply: UDM selects the AUSF corresponding to the SN with which the UDM selects to initiate the subsequent UPU and SoR procedure. 
2. When same AUSF is selected by the two serving PLMNs, does AUSF only save the latest Kausf?
Reply: AUSF shall independently maintain and use two different Kausf, one per PLMN's serving network. 

3. Does UE only store the latest Kausf in multiple registrations?

Reply: UE shall independently maintain and use two different Kausf, one per PLMN's serving network. 
