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	Reason for change:
	(D)DoS attack issue not yet addressed in new Annex on NPN. 

	
	

	Summary of change:
	Based on TR 33.819 conclusion, rejecting invalid UEs before primary athentication is selected for (D)DoS attack mitigation. 

	
	

	Consequences if not approved:
	(D)DoS attack issue is not addressed in the normative work.
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*************** START OF CHANGE
[bookmark: _Toc19635009]I.X	(D)DoS mitigation in PNiNPNs
[bookmark: OLE_LINK4][bookmark: OLE_LINK5]AMF shall verify whether UE access is allowed by Mobility Restrictions according to the subscription data received from UDM. After a verification failure, the AMF shall send a rejection message with an appropriate cause to the UDM. The rejection cause indicates that the UE is rejected because of CAG not allowed. The UDM shall store the received rejection message from AMF and keeps tracks of the number of rejections along with UE’s SUPI. The UDM monitors the rejection, and based on the repeated rejection notifications from the AMF, can mark the UE as malicious. When a new authentication request with an additional CAG access indication for the UE arrives, the UDM can reject the UE immediately after the SUCI de-concealment and skip the primary authentication procedure.
NOTE 1: It is up to the operator’s policy to set the number of rejections UDM can tolerate before marking UE as malicious.
NOTE 2: It is up to the operator’s policy to define when to unmark a UE.
***************** END OF CHANGE

