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Decision/action requested

This discussion paper describes consumer-signed authorization codes for access token requests by/via the SCP
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Rationale

3.0
Setting
The setting considered in this discussion paper is a PLMN that uses transport layer security based on TLS, and token-based authorization as described (for direct communication) in clause 13.4 of TS 33.501 [1].
3.1
Problem formulation
In Rel-15 SBA security, as described in clause 13 of TS 33.501 [1], NF and NRF always mutually authenticate before the NF sends requests to the NRF, including access token requests.
In Rel-16 eSBA, indirect communication scenarios are introduced. In indirect communication, there may not always be mutual TLS between NF and NRF. Also, the SCP may request tokens on behalf of the NF consumer even if there is direct TLS between NF and NRF. In these cases, the NRF receives access token requests from the SCP on behalf of the NF consumer. 

3.2
Mapping of OAuth 2.0 roles and entities in the 3GPP SBA 

RFC 6749 [2] specifies four OAuth 2.0 roles. Rel-15 of TS 33.501 [1] specifies a mapping between OAuth 2.0 roles and entities in the direct communication service-based architecture. This contribution proposes to extend the mapping to indirect communication in the following way:  
	OAuth 2.0 role
	3GPP entity
	Comment

	resource owner
	NF consumer
	

	resource server
	NF producer
	Specified for direct communication in clause 13.4.1.1 of TS 33.501 [1]

	client
	Direct communication: NF consumer

Scenario C: NF consumer (if there is direct TLS between consumer and NRF), SCP (if there is no direct TLS between consumer and NRF) 

Scenario D: SCP

See also the NOTE below.
	Specified for direct communication in clause 13.4.1.1 of TS 33.501 [1].
According to RFC 6749 [2], the client is "an application making protected resource requests on behalf of the resource owner and with its authorization."

	authorization server
	NRF
	Specified for direct communication in clause 13.4.1.1 of TS 33.501


NOTE: It could also be argued that the client is always the NF consumer, independent of the scenario. With this interpretation, the solution below based on RFCs 7521 [3] and 7523 [4] can also be used, but with client authentication assertions instead of authorization codes.

3.3
Solution description
This solution is applicable for the following cases:

· Scenario D, where the SCP requests token on behalf of the consumer

· Scenario C without TLS between consumer and NRF. The consumer sends the access token request to the NRF via the SCP. From the NRF's point of view, it looks like the SCP sent the access token request on behalf of the consumer.
The solution uses authorization grants, as described in RFC 6749 [2] (sections 1.3.1 and 4.1), RFC 7521 [3] and RFC 7523 [4]. RFCs 7521 [2] describes how assertions can be used as authorization grants, RFC 7523 [3] describes the related JWT profile. 
This contribution proposes that authorization codes are JWTs as described in RFC 7523 [4] and RFC 7519 [5], and that they are signed by the consumer using JWS as described in RFC 7515 [6]. This is aligned with Rel-15 token-based authorization, as access tokens also are JWTs that are signed using JWS.
The solution described below consists of a pre-step, where the consumer signs an authorization code, and a main step where the authorization code is used in the actual access token request.

Pre-step: 
As pre-condition, the consumer needs to have a certificate and private/public key pair that can be used for signing JWSs. 
The consumer generates an authorization code as follows:
An authorization code is a JWT (JSON web token, RFC 7519 [5]) used as payload for a JWS (JSON Web Signature, RFC 7515 [6]). It also is an assertion, following the RFCs 7521 [2] and 7523 [3]. The fields according to RFCs 7521, 7523 and 7515 are determined in the following way:
	Field according to RFC 7521 (assertion framework) and RFC 7523 (OAuth JWT Assertion Profiles)
	Value

	Issuer ("iss")
	NF consumer

	Subject ("sub")
	NF consumer

	Audience ("aud")
	NRF

	Issued At ("iat")
	The time at which the assertion was issued. Access tokens as specified in TS 29.510 [7] do not use this field. If SA3 wishes to stress the fact that authorization codes are short-lived, it can be specified that this field is used.

	Expiry time ("exp")
	The time at which the assertion expires. The authorization code can be rather short-lived, as it is only used for one access token request.

	JWT ID ("jti")
	Unique identifyer for the authorization code. This field is not used for access tokens. It could be used for authorization codes if SA3 wishes to stress replay-protection of authorization codes.

	Scope ("scope")
	Access tokens as specified in TS 29.510 [7] contain a scope field. This field could be used in authorization codes as well, if SA3 believes it could be useful that the consumer restricts the scope.

	Grant type ("grant_type")
	"urn:ietf:params:oauth:grant-type:jwt-bearer", according to RFC 7523, section 2.1


	Field according to RFC 7515 (JSON Web Signature (JWS))
	Value

	"x5u" (X.509 URL) or "x5c" (X.509 Certificate Chain)
	URI that refers to a resource for the X.509 public key certificate or certificate chain.


As a JWS, the authorization code also needs to follow the 3GPP JWS profile in TS 33.210 [8], clause 6.3.3.

The NF consumer signs the authorization code with its private key.
Main step: 
Scenario C: If there is no direct TLS between the consumer and the NRF, the NF consumer includes the authorization code in the access token request sent to the NRF via the SCP. The flow below shows the flow from the approved draft-CR S3‑200285, with proposed changes marked in cyan. 
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Figure 13.4.1.X.Y-1: Authorization and service invocation procedure
Discovery of the NF Service Producer:

0.
Optionally, the NF Service Consumer may discover the NF Service Producer before requesting authorization to invoke the services of the NF Service Producer.


NF Service Consumer authorization:

The NF Service Consumer and NRF perform the "Access token request before service access" procedure as described in clause 13.4.1.1. If the NF Service Consumer has already discovered the NF Service Producer (Step 0), it can also perform the "Access token request for a specific NF Producer/NF Producer service instance" procedure as described in clause 13.4.1.1.  
If there is no mutual TLS between NF Service Consumer and NRF, the NF Service Consumer shall include a valid authorization code. The SCP shall forward the authorization code to the NRF. The NRF shall check that the authorization code is valid (issuer, subject, expiration time), and only issue the access token if the authorization code is valid.
Service request:

The NF Service Consumer, SECOP, NRF and NF Service Producer perform the procedure "Indirect Communication without delegated discovery Procedure" described in clause 4.17.11 of TS 23.502 [8]. The following steps describe how the access token received in steps 1 and 2 is used in this procedure.

3.
If no cached data is available, the NF Service Consumer discovers the NF Service Producer via the SECOP. 

4.
The NF Service Consumer sends a service request for the specific service to the SECOP. The service request includes the access token for the NF Service Producer providing the service as received in step 5.

5.
The SECOP selects a NF Service Producer instance, performs the API root modifications and forwards the received request to the selected NF Service Producer instance. The request contains the token as received in 6. and valid for the NF Service Consumer.

6.
To authorize the access the NF Service Producer validates the token by verifying the signature and checking if the requested service is part of the token's scope. If the checks are ok the NF Service Producer processes the request and provides a response.

7.
The SECOP performs revers API root modifications and forwards the response.

Scenario D: The NF consumer includes the authorization code in the service request sent to the SCP. The SCP includes the authorization code in the access token request sent to the NRF. The flow below is copied from S3-200614, with some proposed changes to S3-200614 on top. The part where the authorization code is used is marked cyan.
Service Request, discovery and access token request: These steps shall be performed over mutually authenticated TLS connections between NF Service Consumer and SECOP, SECOP and NRF, and SECOP and NF Service Producer.


Figure 13.4.1.X.3.1-2: Service Request, delegated discovery and access token request

1. 
The NF Service Consumer sends a service request to the SECOP, it includes a valid authorization code generated in the pre-step.

2.
If necessary, the SECOP performs service discovery with the NRF.

3. 
Nnrf_AccessToken_Get Request: The SECOP sends an access token request to the NRF according to clause 13.4.1.1, with the following differences: The SECOP takes the role of the NF Service Consumer. The SECOP includes the authorization code received from the NF Service Consumer in Step 1.

4.
Nnrf_AccessToken_Get Response: The NRF validates the authorization code received in the access token request and retrieves the NF instance ID of the consumer from the authorization code. If the NRF determines that the authorization code is valid and the NF consumer is authorized, the NRF issues an access token with the NF instance ID of the NF Service Consumer retrived from the authorization code as subject. The NRF then sends the access token to the SECOP..

.
5.
The SECOP sends the service request to the producer, including the access token received in Step 4.

6.
The producer validates the access token. If the token is valid, the producer sends the service response to the SECOP.

7.
The SECOP forwards the service response to the NF consumer.
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