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**** Start of 2nd   CHANGE ****
7A.b.y Mobility handling for Trusted non-3GPP Access

Editor's note:
This clause will capture the security of mobility handling for a UE accessing to the 5GC via trusted non-3GPP access.
If the trusted non-3GPP access network supports ERP [ya], then the TNGF shall send the ERP Request together with the Registration Request in step 6b of Figure 6.Y.4-1 to the AMF, which is further forwarded to AUSF in step 8a.
The AUSF does not send a response to the ERP Request if it does not support ERP or if it selects 5G-AKA as authentication method. The AUSF only sends a response if it supports ERP and the selected authentication method is EAP-AKA’. In this case, the AUSF derives the EAP re-authentication root key rRK from the EMSK (as specified in Annex A.Ya) and provides it to the AMF together with the SEAF key in step 8c. The rRK key is further send from the AMF to the TNGF together with the TNGF key in step 10a.
If the TNGF sends an ERP Request but does not receive an rRK in step 10a, then the ERP exchange cannot be performed and the UE will initiate a full re-authentication after moving to a new TNAP.
The TNGF will derive the rIK and rMSK from the rRK per TNAP according to Annex A.Yb and A.Yc. and the UE will derive the keys accordingly as well when it receives the EAP-Initiate/Re-auth Start message from the target TNAP.
The ERP procedure for Trusted non-3GPP Access is defined in clause 4.12a.9 of TS 23.502[8].
**** Start of 3rd    CHANGE ****
7A.b.z Key hierarchy for Trusted non-3GPP Access

The key hierarchy described in clause 6.2.1 applies, with the following changes:

The key derived for non-3GPP access is called KTNGF in the context of trusted access.
The key KTNGF received from AMF is used for two different purposes; to setup IPSec SAs between the UE and the TNGF and to create WLAN keys between the UE and the TNAP. 

To separate the keys for these purposes, the key hierarchy in Figure 7A.b.z-1 shall be used. The KTIPSec key is used to setup IPSec SAs and the KTNAP key is used to setup access security.  

The keys KTIPSec and KTNAP are derived as described in Appendix A.X. 

In case ERP is supported for EAP-AKA’, then the EAP re-authentication root key rRK is derived from the EMSK in the AUSF and provisioned to the TNGF via AMF. The subsequent re-authentication MSK (rMSK) keys and the integrity protection key for the ERP messages are derived in the ME and the TNGF from rRK. The rMSK act as the TNAP Key and it is used to setup access security.
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Figure 7A.b.z-1 Key hierarchy for trusted non-3GPP access
**** Start of 4th     CHANGE ****
A.Ya
rRK derivation function

When deriving an rRK from EMSK (for EAP-AKA’ only) the following parameters shall be used to form the input S to the KDF. 

-
FC = TBD
-
P0 = rRK Label
-
L0 = length of rRK Label
Editor's Note: The FC value needs to be specified.

The input key KEY shall be the EMSK.
The rRK Label is an IANA-assigned 8-bit ASCII string “EAP Re-authentication Root Key@ietf.org” followed by a separator "\0" assigned from the "USRK Key Labels" name space in accordance with the policy stated in RFC 5295 [yb].
A.Yb
rIK derivation function

When deriving a rIK from rRK the following parameters shall be used to form the input S to the KDF. 

-
FC = TBD
-
P0 = rIK Label
-
L0 = length or rIK Label
-
P1 = cryptosuite

-
L1 = length of cryptosuite

Editor's Note: The FC value needs to be specified.

The rIK Label is the 8-bit ASCII string “Re-authentication Integrity Key@ietf.org” followed by by a separator "\0".
The cryptosuite is one of the algrothims “128-NIA1”, “128-NIA2”, “128-NIA3” as specified in Annex D.3.
The input key KEY shall be the rRK.
A.Yc
rMSK derivation function

When deriving a rMSK from rRK the following parameters shall be used to form the input S to the KDF. 

-
FC = TBD
-
P0 = TNAP Identifier
-
L0 = length of TNAP Identifier

-
P1 = sequence number SEQ
-
L1 = length of SEQ
Editor's Note: The FC value needs to be specified.

The TNAP Identifier is the 8-bit ASCII string and defined in TS 23.501, followed by a separator "\0".
The sequence number SEQ of ERP messages is defined in RFC 6696 [ya]. 
The input key KEY shall be the rRK.
**** END OF CHANGES ****
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