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	Feature / Item:
	Security Aspects of the 5G Service Based Architecture (Rel-16) - 5G_eSBA

	Affects:
	UICC apps:
	ME:
	AN:
	CN:X
	Others (specify):

	Expected Completion Date:
	June 2020 - SA#88

	Service(s) impacted:
	Indirect communication scenarios of the 5G Service Based Architecture

	Specification(s) affected:
	TS 33.501

	Task(s) within work which are not complete:
	a) Authentication for indirect communication, 
b) Token based authorization for Model D,
c) Authorization for Subscribe/Notify scenario, 
d) Verifying Access token ownership at the producer when token-based authorization is used.

	Consequences if not included in Release 16:
	Security for indirect communication scenarios will not be specified.


Abstract of document:

At the completion of SA3#98e, normative work for several aspects of Rel-16 5G SBA security is still not concluded. The original target completion date for this WID is March 2020. This exception sheet is to request an extension to June 2020.
Contentious Issues:

1. Authentication for indirect communications – there is no consensus on whether hop by hop authentication at the transport layer can considered to be sufficient:

· In communication between NF consumer and NRF

· When the producer attempts to verify the identity of the consumer sending a service request. .  
2. Token based authorization for Model D scenarios (indirect communication with delegated discovery) – Related to the first issue. Whether the token issuer (NRF) and NF producer can trust SECOP to be allowed to represent the consumer for which it is obtaining the access token, is still not concluded. 
3. Verifying Access token ownership at the producer end. It is not agreed whether verification of access token ownership at the producer needs to be addressed. 
4. Authorization of Subscribe/Notify scenario. It is not agreed whether additional security mechanisms are needed for the Subscribe/Notify scenario.
�Abstract can be shortened





