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Decision/action requested

This contribution proposes text for the keying clause of the NR PC5 unicast security 
2
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Rationale

This contribution proposes text for the keying clause of the NR PC5 unicast security clause. The text is written to fit the skeleton proposed in S3-200344.
The text is based on the ProSe text [2] and conclusion for the TR but includes at least the following changes:

· Renaming the KD, KD-sess, PEK and PIK are renamed to KNRP, KNRP-sess, NRPEK and NRPIK respectively where NRP is short for NR PC5.

· Long term key was renamed to long term credentials as this should include identities as well as keys.

This document should be reviewed in conjunction with S3-200345, S3-200347, S3-200348 and S3-200349. It was chosen to present this way as it felt easier to keep track of proposed revisions to smaller sets of changes rather than one large set of changes.
4
Detailed proposal

It is proposed to include the below pCR in the TS [1].
**** START OF CHANGES ****

5.3.3
Procedures


5.3.3.1 
Securing the PC5 unicast bearer 
5.3.3.1.1
General
5.3.3.1.2
Overview 

5.3.3.1.3
Key establishment procedures  

5.3.3.1.3.1 
General  
Clause 5.3.3.1.3 provides the details on the establishment of KNRP. The long term credentials and associated authentication method that are used to establish the keys used to protect the NR PC5 unicast traffic may either be specified in 3GPP specification or be a method described outside of 3GPP specifications. 
In the latter case, it is not practical for all cases to specify the signalling in individual IEs on the PC5 interface for all these applications, hence all the authentication is specified to be carried in a generic container (called Key_Est_Info in the following clause) on the PC5 interface. This allows, for example, an application to change authentication method without affecting the PC5 interface.
5.3.3.1.3.2 
Key establishment

At each step of the flow (and the possible multiple times that step 2 can be run), the Key_Est_Info contains the different data that is required for key establishment. Such data is transparent to the PC5 layer, i.e. the PC5 layer does not need to understand the content of Key_Est_info. 

NOTE: The endpoint in the UEs that understands the contents of Key_Est_Info may be an application on the UEs. Between the PC5 layer and the application layer on the vehicles, the information contained in Key_Est_Info can be passed in an implementation specific manner, e.g. as one block or several IEs. 

Figure 5.3.3.1.3.2-1 shows the message flows for establishing security at PC5 using the key established at the layer above PC5. The need for both steps 2a and 2b (and the number of times both steps 2a and step 2b are run) depends on the authentication method being used. 
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Figure 5.3.3.1.3.2-1: Message flow for the establishment of PC5 security key using a generic container
The steps are as follows and apply to establishment of the initial key or rekeying:

1. 
In the case, UE_1 determines it needs to establish a PC5 connection with another UE, UE_1 sends the Direct Communication Request message and this message is received by UE_2. In case of rekeying an existing connection with UE_2, UE_1 shall send a Direct Rekeying Request message to UE_2. In both cases the Direct Communication Request message shall include the Key_Est_Info.

2. This step is optional and may be run multiple times depending on the authentication method used. 
a.
UE_2 shall send a Direct Auth and Key Establish message including the Key_Est_Info to UE_1.
b.
UE_1 shall send respond with a Direct Auth and Key Establish Response message including the Key_Est_Info to UE_2. 

3.
UE_2 shall calculate (if not already done) KNRP. UE_2 shall send a Direct Security Mode Command messages to UE_1. The message may include Key_Est_Info if need by the authentication method being used and shall contain MSB of KNRP ID. The MSB of KNRP ID are chosen so that they uniquely identify KNRP at UE_2. 
4.
On receiving the Direct Security Mode Command, UE_1 shall calculate (if not already done) KNRP based from Key_Est_Info (if provided). UE_1 shall choose the LSB of KNRP ID are chosen so that they uniquely identify KNRP at UE_1. UE_1 shall form KNRP ID from the received MSB of KNRP ID and its chosen LSB of KNRP ID and shall store the complete KNRP ID with KNRP. 

UE_1 shall send a Direct Security Mode Complete message to UE_2 which shall contain the LSB of KNRP ID. UE_1 shall form KNRP ID from its chosen MSB of KNRP ID and the received LSB of KNRP ID and shall store the complete KNRP ID with KNRP.
**** END OF CHANGES ****
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