
3GPP TSG-SA3 Meeting #98e 
S3-200345
e-meeting, 2 – 6 March 2020














Revision of S3-20xxxx
Source:
Qualcomm Incorporated, LG
Title:
Proposed text for general and overview clauses of NR PC5 unicast security
Document for:
Approval

Agenda Item:
3.15
1
Decision/action requested

This contribution proposes text for the general and overview of the NR PC5 unicast security clauses
2
References

[1]
TS 33.536 v0.2.0
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TS 33.303 
3
Rationale

This contribution proposes text for the general and overview clause of the NR PC5 unicast security clause. The text is written to fit the skeleton proposed in S3-200345.
The text is based on the ProSe text [2] and the conclusion of the TR but includes at least the following changes:

· Renaming the KD, KD-sess, PEK and PIK are renamed to KNRP, KNRP-sess, NRPEK and NRPIK respectively where NRP is short for NR PC5. These are given a different name as the properties and use of these keys may evolve separately from LTE ProSe keys and hence if was felt more future-proof to have a different name. 
· Long term key was renamed to long term credentials as this should include identities as well as keys.

· Figure is changed to reflect the possible on-to-many nature of the Direct Communication Request.

This document should be reviewed in conjunction with S3-20346, S3-200347, S3-202048 and S3-200349. It was chosen to present this way as it felt easier to keep track of proposed revisions to smaller sets of changes rather than one large set of changes.
4
Detailed proposal

It is proposed to include the below pCR in the TS [1].
**** START OF CHANGES ****

5.3.3
Procedures


5.3.3.1 
Securing the PC5 unicast bearer
5.3.3.1.1
General
The NR PC5 unicast communication procedures are described in TS 23.287 [2]. Clause 5.3.3.1 details how the security for this communcation is established and used. 
5.3.3.1.2
Overview 
5.3.3.1.2.1 
Key hierarchy
NR PC5 unicast communication uses 4 different layers of keying material as shown in figure 5.3.3.1.2.1-1. 
Figure 5.3.3.1.2.1-1: PC5 Key Hierarchy
The different layers of keys are the following:

Long term credentials: These are the credentials that are provisioned into the UE(s) and form the root of the security of the unicast communications. The credentials may include asymmetric key or public/private key pair depending on the particular use case. Authentication signalling (see clause 5.3.3.1.3.2
) is exchanged between the UEs to derive the KNRP. The credentials also include identifiers for the keys. 
KNRP: This is a 256-bit root key that is shared between the two entities that communicating using PC5 NR unicast communications. It may be refreshed by re-running the authentication signalling using the long term credentials. In order to generate a KNRP-sess (the next layer of keys), nonces are exchanged between the communicating entities. KNRP may be kept even when the UEs have no active unicast communication session between them. The KNRP ID is used to identify KNRP.
KNRP-sess: This is the 256-bit key that is the root of the actual security context that is being used (or at least in the process of being established) to protect the transfer of data between the UEs. During a communication between the UEs, the KNRP-sess may be refreshed by running the rekeying procedure. The actual keys (see next bullet) that are used in the confidentiality and integrity algorithms are derived directly from KNRP-sess. The 16 bit KNRP-sess ID identifies the KNRP-sess. 

NOTE: A KNRP-sess ID with a zero value indicates no security is used and hence the UEs do not assign an all zero value of KNRP-sess ID when creating a security context.

NRPEK and NRPIK: The NR PC5 Encryption Key (NRPEK) and NR PC5 Integrity Key (NRPIK) are used in the chosen confidentiality and integrity algorithms respectively for protecting PC5-S signalling,  PC5 RRC signalling and PC5 UP traffic. They are derived from KNRP-sess and are refreshed automatically every time KNRP-sess is changed. 
5.3.3.1.2.2 
Security states
A UE may be in one of the three different security states with respect to another UE as follows:

Provisioned-security: This is where a UE just has its own long term keys.

Partial-security: This is where a UE has recently communicated with another UE and still has the KD that it used with the other UE, but no other derived keys.

Full-security: This is where a UE is actually communicating with another UE and has KNRP, KNRP-sess, NRPEK and NRPIK, the chosen confidentiality and integrity algorithms and PDCP counters used with each bearer.

Once a UE ends its communication session with another UE, it shall delete KNRP-sess, NRPEK and NRPIK, the choice of algorithms and the counters. It may also delete KNRP.
5.3.3.1.2.3 
High level flows for security establishment

Figure 5.3.3.1.2.3-1 provides a high level flow of a UE establishing a connection with other UE(s). 
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Figure 5.3.3.1.2.3-1: High level flow of connection establishment
The flow proceeds as follow:
1. UE_1 send a Direct Communication Request. This message may be received by multiple UEs.
2a/3a/4a. UE_2a choose to respond to the message and initiates the Direct Auth and Key Establishment procedure (if needed based on the credentials used to establish security – see clause 5.3.3.1.2)
 to generate the key that will be used to protect the connection. UE_2a then runs the Direct Security Mode Command procedure with UE_1 to establish the security based on that key. If this is successful, UE_2a sends the Direct Communication Accept message.

2b. UE_2b chooses not to respond the UE_1

2c/3c/4c. UE_2c responds to UE_1 using the same sequence of messages as UE_2a. 

Each responder establishes a different security context with UE_1 that is not known to the other UEs, i.e. the security context used between UE_1 and UE_2a is not known to UE_2b and UE_2c. 
The Direct Communication Request is always sent unprotected and only contains enough information for a secure connection to be established with the other UE. Any information UE_1 needs to send to the other UEs in order to establish the connection is include in the Direct Security Mode Complete message (sent as part of the Direct Security Mode procedure) from UE_1 as this message is both confidentiality and integrity protected (see TS 23.287 [2]).
**** END OF CHANGES ****
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