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1
Decision/action requested

This contribution proposes to capture the unicast link security procedures in the V2X TS.
2
References

[1]
TS 33.536 v0.2.0
3
Rationale

This contribution proposes to capture the unicast link security requirements in the V2X TS [1].
4
Detailed proposal

It is proposed to include the below pCR in the TS [1].
**** START OF CHANGES ****

5.3.2
Requirements


5.3.2.1
Requirements for securing the PC5 unicast bearer 
The initiating UE shall establish a different security context for each peer UEs during the V2X unicast link establishment.

V2X unicast link security establishment between the initiating UE and each peer UE shall be protected from man-in-the-middle attacks. 

The system shall support confidentiality protection, integrity protection and replay protection of the PC5 unicast user plane.

The system shall support confidentiality protection, integrity protection and replay protection of PC5 signalling for V2X unicast.



The system shall support a means of configuring the UEs on whether to use confidentiality and/or integrity protection for a particular unicast connection.  
5.3.2.2
Identity privacy requirements for the PC5 unicast bearer 

The 5G System shall provide means for mitigating trackability attacks on a UE during eV2X unicast communications.

The 5G System shall provide means for mitigating linkability attacks on a UE during eV2X unicast communications.

**** END OF CHANGES ****
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