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1
Decision/action requested

It is proposed to approve this contribution for handling of security policy for NR PC5 in TS 33.536.
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Rationale

The agreed procedure for normative work for the security policy handling in NR PC5 follows the security policy handling of Uu. Also, for Key Issue #2 on security for eV2X unicast messages over PC5, solution #3, solution #8, solution #18, solution #12 and solution#16 are chosen as the basis for normative work. It is further mentioned that “inconsistencies in the handling of the security policy between solutions #18 and solution #16 will be resolved during the normative phase”. Therefore, this contribution proposes to have a separate UP security policy for NR PC5 link and provisioned to the UE when connected to 5GC.

4
Detailed proposal

*****Start of Change*****
5.3.3.X
Security policy provisioning for NR PC5 link
5.3.3.X.1
General
The NR PC5 link shall support activation or deactivation of UP security based on the network security policy similar to Uu, as defined in TS 33.501[6]. UP security policy for PC5 link shall be provisioned for NR PC5 V2X communication as well, as detailed in clause 5.3.3.X.2 of this document. 

5.3.3.X.2

Procedure for security policy provisioning for NR PC5 link

For handling the security policy for the NR PC5 link, the PCF shall also provision the UP security policy per V2X application, during service authorization and information provisioning procedure as defined in TS 23.287 [2]. 

5.3.3.X.3
UP security activation mechanism 

PC5 UP integrity protection and ciphering activation shall be done as part of the Layer-2 link establishment procedure or Layer-2 link modification procedure. 
***** End of Change*****
