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***************** start of 1st change *****************
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CMS
Configuration Management Server

CS
Crypto Session

CSB-ID
Crypto Session Bundle Identifier

CSC
Common Services Core
CSK
Client-Server Key

CSK-ID
Client-Server Key Identifier 
DPCK
MCData Payload Cipher Key
DPPK
MCData Payload Protection Key

DPPK-ID
MCData Payload Protection Key Identifier

GMK
Group Master Key

GMK-ID
Group Master Key Identifier

GMS
Group Management Server

GUK-ID
Group User Key Identifier

IdM
Identity Management

IdMS
Identity Management Server 
InK
Integrity Key

InterSD
Interworking Security Data
IWF
InterWorking Function
JSON
JavaScript Object Notation

JWS
JSON Web Signature

JWT
JSON Web Token

KDF
Key Derivation Function

KFC
Key For Control Signalling

KFC-ID
Key for Floor Control Identifier

KMS
Key Management Server

MBCP
Media Burst Control Protocol
MCData
Mission Critical Data

MCPTT
Mission Critical Push to Talk
MCVideo
Mission Critical Video

MCX
Mission Critical Services

MKFC
Multicast Key for Floor Control

MSCCK
MBMS subchannel control key
MuSiK
Multicast Signalling Key

MKI
Master Key Identifier 
NTP
Network Time Protocol

NTP-UTC
Network Time Protocol – Coordinated Universal Time

OIDC
OpenID Connect

PCK
Private Call Key

PCK-ID
Private Call Key Identifier
PKCE
Proof Key for Code Exchange

PSK
Pre-Shared Key 
SEG
Security Gateway
SeGy
Security Gateway
SPK
SIP Protection Key

SRTCP
Secure Real-Time Transport Control Protocol

SRTP
Secure Real-Time Transport Protocol

SSRC
Synchronization Source

TBCP
Talk Burst Control Protocol
TGK
Traffic Generating Key

TrK
KMS Transport Key

UID
User Identifier for MIKEY-SAKKE (referred to as the 'Identifier' in RFC 6509 [11])

***************** end of 1st change *****************
***************** start of 2nd change *****************
L.3.1
Components of a MC Security Gateway (SeGy)

At a high-level, the MC Security gateway is composed of four components:
-
Pseudo KMS.

-
Pseudo GMS.

-
Pseudo MCX Server(s).
-
Pseudo MC clients.
The term “pseudo” in this case is used to indicate that the security functionality of these components shall be implemented as part of a SeGy however physical entities and servers (i.e. KMS, GMS, MC service servers and MC clients) are not required. The method used to implement a pseudo KMS, GMS, MC service server, IS proxy, or MC clients and associated key material within a SeGy is left to the manufacturer and is outside the scope of 3GPP.  These components are shown in Figure L.3.1-1.
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Figure L.3.1-1: Components of a MC Security Gateway (SeGy)
***************** end of 2nd change *****************
***************** start of 3rd change *****************
L.5.2
MC Security Gateway and the IWF
The functional model for the SeGy as used within the IWF is shown in Figure L.5.2-1. Where the IWF terminates the security of the 3GPP MC Domain, the IWF performs the functions of a SeGy for that purpose. 

For interworking communications sent towards the non-3GPP system, an MC gateway with an IS Proxy and the HTTP proxy are used to provide topology hiding and terminate external routing as defined in clause 11.1.X and the IWF processes the signalling and media for use in the Land Mobile Radio System after terminating the 3GPP MC system security.  Where the media and signalling between an MC Domain and IWF is not encrypted using 3GPP MC security mechanisms, the SeGy functionality is not applied by the IWF, allowing the media and signaling to pass directly through for processing by the IWF.

For interworking communications sent from a Land Mobile Radio system towards the 3GPP system, the IWF processes the signalling and media from the Land Mobile Radio system prior to applying 3GPP security and sending it into the 3GPP system.  Where the media and signalling between an MC Domain and IWF is not encrypted using 3GPP MC security mechanisms, the SeGy functionality is not applied by the IWF, allowing the processed media and signaling to pass directly from the IWF into the 3GPP system.
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Figure L.5.2-1: Functional model for MC Security Gateway use during interworking
The IWF-1 reference point is defined in 23.283 [48] and provides for the transfer of MCPTT media and signalling between a 3GPP MC domain MCPTT server and the IWF.  Authentication and security of this interface shall be as described in clause 6.

The IWF-2 reference point is defined in 23.283 [48] and provides for the transfer of MCData media and signalling between a 3GPP MC domain MCData server and the IWF.  Authentication and security of this interface shall be as described in clause 6.

The IWF-3 reference point is defined in 23.283 [48] and provides for the transfer of group management information between a 3GPP MC domain GMS and the IWF.  Authentication and security of this interface shall be as described in clause 6.


Any security applied by the non-3GPP system to MCPTT or MCData media and signalling, or any interfaces within the non-3GPP system is defined by the non-3GPP system and is out of scope for this document.
***************** end of 3rd change *****************
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