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1
Decision/action requested

SA3 is kindly asked to agree to below pCR to TR 33.855
2
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Discussion on Key Issues of FS_SBA_Sec
3
Rationale

This contribution introduces a new set of key issues to SA3’s Rel-15 SBA study [1]. A detailed rationale for how these key issues have been derived is provided in a related discussion document [2].
4
Detailed proposal

*** Start of 1st change ***
[xx]
3GPP TS 33.501
Security architecture and procedures for 5G System 
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System Architecture for the 5G System
[zz]
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Prevent fraudulent Registration Request attack

[aa]
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N32 message anti-spoofing within the SEPP
*** End of 1st change ***
*** Start of 2nd change ***
5.1
General SBA Key Issues

5.1.1
Key Issue #A: Confidentiality protection of signalling messages
5.1.1.1
Issue description
Confidentiality protection of (some information elements in) signalling messages transferred between NFs ensures that third parties are unable to extract any relevant information from the communication. Failing to provide such protection for signalling traffic between any two NFs by means of ciphering can be considered a key issue for both security and user privacy.

In inter-PLMN communication, IPX providers offer valuable services to operators that may require them to access certain information contained in the transferred signalling messages. Thus, protecting the confidentiality of every single information element might not be desirable.

In particular, leaking the IMSI, cryptographic material and location data may constitute a breach of user’s privacy and may lead to fraud towards the operator.
5.1.1.2
Threat description

A lack of confidentiality protection for 5GC signalling messages may lead to the following security threats:

-
Leakage of sensitive information about mobile customers, such as SUPI and/or location data

-
Leakage of potentially sensitive information about the PLMN itself

-
Theft of service, if authentication information/authorization credentials are transferred unciphered
5.1.1.3
Potential security requirements

Relevant IEs in 5GC signalling messages exchanged via intra-PLMN communication shall be confidentiality protected. 

As for inter-PLMN communication, certain sensitive information elements shall always be confidentiality protected:

-
Authentication Vectors

-
Cryptographic Material

-
Location Data

As per agreement between operators, certain sensitive information elements shall be confidentiality protected:

-
Identifiers such as IMSI, SUPI, NAI, PEI and/or IMEI;

Additionally, it is recommended to cipher the remaining information elements as well, unless agreed otherwise with the roaming partner or IPX provider.

5.1.2
Key Issue #B: Integrity protection of signalling messages while allowing for modifications
5.1.2.1
Issue description
Integrity protection ensures that signalling messages transferred between NFs cannot be modified without the receiving party noticing that such modification occurred. In combination with authenticity, integrity is an essential guarantee for the correctness and validity of messages.

In inter-PLMN communication, however, IPX providers offer valuable services to opeartors that may require them to modify certain information contained in the transferred signalling messages. Thus, it might be desireable to allow for certain modifications by authorized intermediates on N32 even if the messages are integrity protected.
5.1.2.2
Threat description

The lack of integrity protection for 5GC signalling messages may lead to the following security threats:

-
Man in the Middle attacks that actively modify signalling messages between NFs

-
Lack of availability caused by malformed messages due to unnoticed modifications during transfer

-
Theft and fraud towards an operator
5.1.2.3
Potential security requirements

5GC signalling messages in both intra- and inter-PLMN communication shall be integrity protected.

In intra-PLMN communications, intermediaries shall be able to apply modifications without breaking the integrity protection.

A receiving PLMN shall be able to identify the intermediary that applied modifications and verify that this was authorized.

5.1.3
Key Issue #C: Replay protection of signalling messages
5.1.3.1
Issue description
Replay protection of signalling messages transferred between NFs ensures that it is not possible to successfully gain service from an NF by recording genuine messages and re-sending them at a later point in time. 
5.1.3.2
Threat description

The lack of replay protection for 5GC signalling messages may lead to the following security threats:

-
Theft of service 



-
Leakage of potentially sensitive information about mobile customers and the network itself
-
Loss of control, in case authorization credentials are replayed

5.1.3.3
Potential security requirements

5GC signalling messages in both intra- and inter-PLMN communication shall be replay protected.
5.1.4
Key Issue #D: NF-NF Authentication
5.1.4.1
Issue description
Authentication ensures that an attribute claimed by a given entity is actually correct. In the context of communication and NF-NF signalling in particular, authenticating the communication peer’s identity is a key objective in order to guarantee the validity of transferred messages. Authentication is also a prerequisite for conducting authorization which itself is another key issue for 5GC signalling.  already mentioned in TS 23.501 [yy].

5.1.4.2
Threat description

Not mutually authenticating two NFs that is not mutually authenticated could potentially allow attackers to perform the following types of attacks:

-
Operating malicious NFs claiming to be genuine peers in order to request certain services (theft of service) or information (data leakage)

-
Man in the Middle attacks between any genuine NFs of a given PLMN

5.1.4.3
Potential security requirements
NFs shall be able to mutually authenticate each other.

5.1.5
Key Issue #E: NF-NF Authorization
5.1.5.1
Issue description
Authorization comprises the definition and enforcement of access rights or privileges to certain resources or services. TS 23.501 [yy] outlines a high-level NF service authorization framework, in which the consuming and producing NF both play a key role. After the Consumer NF has been successfully authorized by the NRF, it may subsequently be subject to another authorization procedure conducted by the Producer NF, which decides whether a certain service request is allowed based on information on “request type granularity”.

5.1.5.2
Threat description

If an NF does not authorize incoming requests from other NFs in the same PLMN, attackers would potentially be able to perform the following types of attacks:

-
Requesting and successfully obtaining services from the NF that are not allowed for third parties, e.g. in order to extract potentially sensitive information about the network

-
Causing a Denial of Service situation by successfully forcing the NF to perform resource-demanding operations

5.1.5.3
Potential security requirements
An NF shall validate whether a requesting NF is authorized to request a given service(s).

5.1.6
Key Issue #F: NF-NRF Authentication
5.1.6.1
Issue description
Since the NRF comprises the central repository of registered NFs and available NF services in a 5GC, there are several key message exchanges between NRF and its peer NFs that require secure communication. Therefore, just as in NF-NF signalling, authentication of the message source in any communication between NF and NRF is crucial. Furthermore, authentication between NF and NRF is also a prerequisite for conducting authorization which itself is another key issue for 5GC signalling and already mentioned in TS 23.501 [yy].

5.1.6.2
Threat description

Communication between NF and NRF that is not mutually authenticated could potentially allow attackers to perform the following types of attacks:

-
Performing Man in the Middle attacks between any genuine NFs and NRFs of a given PLMN

-
Registering a malicious NF with the genuine NRF of a given PLMN

-
Operating a malicious NRF in order to trick genuine NFs not to register with the genuine NRF of a given PLMN

5.1.6.3
Potential security requirements
Communication between NF and NRF shall be mutually authenticated.

5.1.7
Key Issue #G: NF-NRF Authorization
5.1.7.1
Issue description
Authorization comprises the definition and enforcement of access rights or privileges to certain resources or services. TS 23.501 [yy] outlines a high-level NF service authorization framework, in which both the consuming NF and NRF play a key role. In particular, the NRF checks whether the Consumer NF is allowed to discover Producer NF instances of the requested services: “This is performed on a per NF granularity by NRF”.

5.1.7.2
Threat description

If an NRF does not authorize incoming requests from NFs in its PLMN, attackers would potentially be able to perform the following types of attacks:

-
Sending registration requests from malicious NFs which are controlled by the attacker

-
Requesting services from the NRF that third parties are not allowed to consume, e.g. in order to gain information about the PLMN (potentially considered secret)

-
Flooding the NRF with resource-demanding operations that may lead to a Denial of Service situation

5.1.7.3
Potential security requirements
An NRF shall validate whether a given NF is authorized to register with or request certain services – such as NF service discovery – from the NRF.

5.1.8
Key Issue #H: NRF-NRF Authentication
5.1.8.1
Issue description
For any NF service discovery that is carried out in inter-PLMN communication, the initial discovery request will be transferred from the NRF in the Consumer NF’s PLMN to the NRF in the Producer NF’s PLMN. The same applies to the response, potentially containing information about how to address the Producer NF and a token for authorization purposes. In order to ensure that NF service discovery is perfomed by valid peers, communication between two NRFs relies on mutual authentication.

5.1.8.2
Threat description

Communication between NRFs across different PLMNs that is not mutually authenticated could potentially allow attackers to perform the following types of attacks:

-
Performing Man in the Middle attacks between the local NRF and an NRF of a genuine roaming partner


-
Querying of address information from an NRF, thereby leaking potentially secret data about the PLMN

5.1.8.3
Potential security requirements
Communication between NRFs shall be mutually authenticated.
5.1.9
Key Issue #I: NRF-NRF Authorization
5.1.9.1
Issue description
As described in Key Issue #8, communication between two NRFs precedes every service discovery an NF may send to a foreign PLMN. Being exposed to such external requests, the NRF is a valuable target for attackers that may try to send malicious requests in order to obtain illegitimate service or information. Therefore, the NRF is a key element in the 5GC NF service authorization framework and needs to ensure its communication peers are authorized to request a certain service.

5.1.9.2
Threat description

If an NRF does not authorize incoming requests from NRFs in other PLMN, attackers would potentially be able to perform the following types of attacks:

-
Sending discovery requests from malicious NRF which are controlled by the attacker

-
Requesting services from the NRF that third parties are not allowed to consume, e.g. in order to gain information about the PLMN (potentially considered secret)

5.1.9.3
Potential security requirements
An NRF shall validate whether a requesting NRF is authorized to request the given service(s).

5.2
SEPP-/N32-specific Key Issues

5.2.1
Key Issue #J: Termination points of N32 security
5.2.1.1
Issue description
5.2.1.2
Threat description

5.2.1.3
Potential security requirements
5.2.2
Key Issue #K: Local provisioning of SEPP protection policies
5.2.2.1
Issue description
When a SEPP receives a message to be sent out to a different PLMN via N32, it applies certain protection measures to it. In order to allow for a uniform protection of any given information element, independent of the sending NF, the SEPP needs to be able to detect what data-types are contained in a received message and by what means to protect them. This information is contained in a Protection Policy Suite, comprised of Data-type Encryption Policy and Data-type Modification Policy and the related attribute mappings that describe what data-types (e.g. subscription identifier or location data) are contained in the individual information elements. Thus, there needs to be a standard format for these policies as well as a standard way of locally provisioning them to the SEPP.

5.2.2.2
Threat description

If there is no standard format for such Protection Policy Suites, ensuring a uniform protection of all outgoing messages on N32 will be next to impossible.

Furthermore, since the Protection Policies Suites will also be exchanged between roaming partners, a standard format is a fundamental prerequisite for ensuring interoperability between different SEPPs. Failing to provide such may impede working inter-PLMN signalling.

5.2.2.3
Potential security requirements
There shall be a standard format for Protection Policy Suites, comprised of Data-type Encryption Policy and Data-type Modification Policy and the related attribute mappings.

A SEPP shall apply confidentiality and integrity protection to outgoing N32 messages according to its local Protection Policy Suite.

A receiving SEPP shall enforce modifications to incoming N32 messages according to the sender’s Modification Policy.

5.2.3
Key Issue #L: Provisioning of SEPP protection policies over N32
5.2.3.1
Issue description
In order to correctly interpret incoming messages on N32, a SEPP needs to know which attributes are protected in what way (i.e. only integrity protected or ciphered). While the ciphering information in form of thr Data-type Encryption Policy is likely to be agreed by both roaming partners in advance as part of their business agreement, there is merit in validating that both SEPPs are configured with the same policy during the initial handshake.

As for the second part of the Protection Policy Suite, it is crucial that the SEPP of a roaming partner is provided with the Data-Type Modification Policy, thereby enabling it to verify the validity of modifications performed by intermediates.

5.2.3.2
Threat description

If two SEPPs are unable to agree on a Protection Policy Suite, there is a possibility of ambiguous states when rewriting messages or misaligned protection measures at both ends of the communication, thereby rendering N32 communication faulty or even completely defective.

Furthermore, if a SEPP does not provide its local Data-type Modification Policy to its peer SEPP, the latter is unable to verify whether the intermediate IPX provider it does not have a business agreement with only made modifications in adherence to the policy.

5.2.3.3
Potential security requirements
The Data-type Encryption Policy shall be negotiated during the initial SEPP handshake.

A SEPP shall be able to negotiate Data-type Encryption Policies with its peer SEPPs via N32-c. This includes the respective attribute mapping necessary for correctly interpreting a message. Both information shall be transferred confidentiality, integrity and replay-protected.

The Data-type Modification Policy should be exchanged during the initial SEPP handshake.

A SEPP shall be able to exchange Data-type Modification Policies with its peer SEPPs via N32-c. This includes the respective attribute mapping necessary for correctly interpreting a message. Both information shall be transferred confidentiality, integrity and replay-protected.
5.2.4
Key Issue #M: SEPP session setup 
5.2.4.1
Issue description
In order to apply the required protection mechanisms to outgoing messages as well as verifying and rewriting incoming messages on the N32 interface, two peer SEPPs need to agree on some principles of communication first. This comprises the following information:

-
Type of N32 Protection, i.e. TLS or ALS

-
Cipher Suites for ALS

-
ALS keys for confidentiality protection

-
ALS keys for integrity protection

-
ALS key expiry 

The exchange of above information can be summarized as SEPP session setup, which needs to be performed whenever two SEPPs start to exchange messages.

5.2.4.2
Threat description

If there is no standard way of exchanging the information outlined in the previous subsection, two SEPPs may not be able to successfully establish a secure N32 connection, thereby impeding inter-PLMN communication and roaming for customers from/to the related PLMNs.

5.2.4.3
Potential security requirements
There shall be a standard session setup procedure performed by the SEPP in order to agree on core principles required for secure message transfer over N32.

5.2.5
Key Issue #N: Application of ciphering and integrity protection to JSON object using JOSE
5.2.5.1
Issue description
In order to protect all parts of an outgoing messageon N32, including HTTP Request Line and potential HTTP headers, the SEPP will have to rewrite every message into a defined JSON structure before applying JOSE protection mechanisms to it.

5.2.5.2
Threat description

If a SEPP is unable to correctly re-write N32 messages or apply JOSE algoritms, there is no way to ensure the protection of confidentiality or integrity for messages on the N32 interface.

Furthermore, ambiguities in the application of rewriting rules and protection measures are to be avoided for interoperability reasons. If there is no standard way of conducting these message transformations, a SEPP may not be able to re-build the original HTTP message from protected one received on N32, thereby impeding roaming traffic between two operators.

5.2.5.3
Potential security requirements
There shall be a standard way of re-writing messages and applying JOSE protection measures for integrity and confidentialy on N32.

A SEPP shall verify the integrity of all incoming N32 messages. Messages with fail this integrity check shall be descarded.

A SEPP shall verify whether intermediates that performed changes on incoming N32 messages are authorized to do so according to the contained signature and the related Data-Type Modification Policy.

5.2.6
Key Issue #O: Malicious messages received on the N32 interface
5.2.6.1
Issue description
In order to properly analyse the potential impact of malicious messages on the N32 interfaces and how to mitigate their security risk, we structure our analysis into three different parts. Specifically, we differentiate between possible message origins, destinations, as well as threat categories, as outlined below.

A. Message origin - Any incoming message received by the SEPP on N32 originates from one of the following groups:
1. Genuine roaming partners

2. IPX providers

3. Other parties in the IPX network

B. Message destination - Messages received by the SEPP on N32 can have one of the following destinations:
1. The SEPP itself (i.e. SEPP-to-SEPP signalling)

2. Network Functions within one’s own PLMN

3. Others (incl. Network Functions in PLMNs of 3rd parties, invalid addresses, etc.)

C. Threat category – Expected message types on N32 can be broadly grouped into the following categories:
1. 3GPP application signaling (Session management, Mobility management, etc. – known from previous Releases)

2. SBA specific signaling (Service Registration, Service Discovery, Service Access, Service Subscription)

3. SEPP-to-SEPP signaling

Using this model, we are able to take into account every possible attack vector of malicious messages by exhaustively combining all the categories above, i.e. each origin with each destination, with each threat. Note that some of the combinations can be ruled out definitively by considering the basic, already agreed SEPP functionalities.

Observation 1: During the initial N32-c handshake the SEPP shall authenticate any peer SEPP that it receives messages from based on the other party’s root certificate, which has been exchanged previously via out-of-band measures. Incoming N32-c messages from SEPPs that cannot be authenticated by a root certificate shall be discarded. 

Observation 2: An N32-f connection utilizes encryption and integrity keys that are derived during the initial N32-c session. Incoming N32-f messages that do not belong to an active N32-f connection with a valid set of cryptographic keys shall be discarded by the SEPP.
Based on Observation 1 and 2, we can exclude message origin A.2 and A3 from further analysis. It is fair to assume that IPX providers will not operate their own SEPP in order to act as an individual PLMN. While some operators may very well choose to outsource their SEPP to an IPX provider, the messages originiating from their PLMNs would still be authenticated on the basis of the operator’s own root certificate, not that of the IPX provider. 
However, operators will most certainly have to exchange root certificates with IPX providers to authenticate intermediate IPX providers that perform message modifications. Therefore, it needs to be ensured that an IPX provider is not able to pose as an individual roaming partner, i.e. a genuine source of N32 signaling on the basis of these certificates. In order to clearly differentiate between certificates that are used to authenticate roaming partners and certificates that are used to authenticate message modifications by intermediates, the SEPP will have to support separate certificate storages.

Potential security requirement 1: The SEPP shall be able to clearly differentiate between certificates used for authentication of peer SEPPs and certificates used for authentication of intermediates performing message modifications, e.g. by implementing separate certificate storages.

If above Potential security requirement 1 is realized, the authentication of messages from all other parties in the IPX network is bound to fail, since the SEPP’s certificate storage for authentication is only provisioned with root certificates of genuine roaming partners. This leaves us with only genuine roaming partners (A.1) as a source for malicious messages. The possible message origins types are shown in the figure below.
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Figure 1: Potential N32 message types originating in PLMNs of genuine roaming partners

As for the SEPP as the final destination of messages (B.1), it can be safely assumed that a hardened SEPP will only accept SEPP-to-SEPP signaling which is needed to authenticate peers, negotiate N32 session keys, etc. Any other form of Control Plane traffic, i.e. 3GPP application (C.1) and SBA-specific signaling (C.2), will usually not terminate in the SEPP. If the SEPP does receive N32 messages that it is unable to understand anyway, these messages must, of course, be discarded.

Potential security requirement 2: The SEPP shall discard malformed N32 signaling messages.
Thus, only the combination of B.1/C.3 is worth analyzing further. We already established that the SEPP will authenticate incoming SEPP-to-SEPP signaling and will discard malformed messages. Another potential threat on N32 is excessive SEPP-to-SEPP signaling, e.g. key re-negationation requests, in order to cause a denial of service on the receiver’s side. Thus, an additional protection mechanism that is necessary on N32 is rate limitation. 
Potential security requirement 3: The SEPP shall impement rate-limiting functionalities to defend itself and subsequent Network Functions against excessive Control Plane signaling. This includes SEPP-to-SEPP signaling messages.

Control Plane signaling by successfully authenticated roaming partners and with valid source/destination addresses will eventually be routed by the SEPP to the receiving NF. However, this does not rule out malicious contents completely. As [zz] points out, a genuine roaming partner could e.g. still send fraudulent messages that may result in a denial of service for a user connected to a differernt PLMN as well as additional cost for the HPLMN.
Up till now, most kinds of malicious messages discussed in this document were related to unauthenticated or unauthorized parties trying to send messages to a certain PLMN – an issue that is best prevented at the foremost edge of the network, i.e. by the SEPP. To counter the problem of fraudulent 3GPP application signaling (e.g. session management, mobility management, etc.), the NFs themselves need to implement certain security functionalities as well. Detailed measures depend on Stage 3 message contents, but they will be similar to measures performed for legacy protocols by SS7 firewalls and Diameter Edge Agents.

Potential security requirement 4: Each network function shall implement anti-spoofing measures by validating every incoming message for plausibility and against its internal state machine. Messages that are not valid according to the protocol specification and network state shall be discarded by the NF.
Incoming messages on N32 may also contain spoofed destination addresses or alternatively, valid addresses that do not belong to the SEPP’s own PLMN (B.3). Whether or not this is due to any malicious intent or caused by a misconfiguration, and regardless of the message type (C.1/C.2/C.3), the SEPP shall never accept or forward such messages. Similarly, anti-spoofing checks must be applied for origin identities on different protocol layers that should belong to the same origin, e.g. source addresses, FQDNs, PLMN IDs. This is an addition to the SEPP’s anti-spoofing mechanisms already captured in the living document on SBA security [aa]. Again, detailed measures depend on Stage 3 message contents. 

Potential security requirement 5: The SEPP shall implement anti-spoofing mechanisms that enable cross-layer validation of source and destination address and identifiers (e.g. FQDNs or PLMN IDs). If there is a mismatch between different layers of the message or the destination address does not belong to the SEPP’s own PLMN, the message shall be discarded.

5.2.6.2
Threat description

As the primary element of filter and policy enforcement functionality for inter-PLMN signalling, it is one of the main tasks of a SEPP to protect the NF of its own PLMN from malicious traffic. If it fails to do so, attackers might be able to abuse the roaming interface to perform various types of fraud, cause leakage of information or induce Denial of Service situations, thereby preventing genuine customers or roaming partners from being served.

5.2.6.3
Potential security requirements
The receiving SEPP shall be able to verify whether the sending SEPP is authorized to use the PLMN ID in the received N32 message. 
The SEPP shall be able to clearly differentiate between certificates used for authentication of peer SEPPs and certificates used for authentication of intermediates performing message modifications.

The SEPP shall discard malformed N32 signaling messages.
The SEPP shall impement rate-limiting functionalities to defend itself and subsequent NFs against excessive CP signaling. This includes SEPP-to-SEPP signaling messages.
The SEPP shall implement anti-spoofing mechanisms that enable cross-layer validation of source and destination address and identifiers (e.g. FQDNs or PLMN IDs).

5.2.7
Key Issue #P: N32 error signalling

5.2.7.1
Issue description
tbd
5.2.7.2
Threat description

tbd

5.2.7.3
Potential security requirements
tbd

*** End of 2nd change ***
