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1. Overall Description:

SA3 thanks RAN2 for the LS on inactive security and also LS on connection re-establishment security.
RAN2 asked to assess, if the described alternative re-establishment procedure fulfils all security requirements. 
SA3 discussed the various steps involved in the alternative re-establishment procedure. In order to avoid UE’s inability to perform the RRC re-establishment procedure due to a failure during a handover or a connection re-establishment, it is possible for the last serving gNB to perform the horizontal key derivation as an exceptional procedure (even though if unused NH is available) in TS 33.501. By deriving a KNG-RAN* from the KgNB, the current gNB and the UE are aligned to perform encryption and decryption of the Reestablishment message. Therefore, SA3 would like to confirm that the alternative re-establishment based on horizontal key derivation is feasible and acceptable.
SA3 would like to point out that, as specified for the Re-establishment procedure in the TS 33.501, the security mechanism applicable for Handover (e.g. Security Algorithm negotiation and 2-hop forward security), should be performed after the RRCConnection Re-establishment procedure. Excerpt from TS 33.501 clause 6.11, for quick reference: 
Even if the AS algorithms used by the source gNB do not match with the target gNB local algorithm priority list the source gNB selected AS algorithms shall take precedence when running the RRCConnectionRe-establishment procedure. The target gNB and UE should refresh the selected AS algorithms and the AS keys based on local prioritized algorithms after the RRCConnectionRe-establishment procedure.

2. Actions:

To RAN2 group.

ACTION: 
SA3 kindly asks RAN2 to take above answer into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#92Bis
24-28 September 2018

Harbin (China)

SA3#93
12-16 November, 2018

Spokane (USA)
