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Rationale

This contributions proposes to add references to 3GPP TR 33.841 [1]. 
NIST project on Post-Quantum Cryptography
Clause 5.2 on "Timelines for transitioning asymmetric algorithms" mentions NIST study without any reference. It is proposed to add reference to the NIST project on Post-Quantum Cryptography [2] corresponding to this study, and reference to the timeline [3]. 

The current timeline in [3] indicates that the draft standards will be available between 2022 and 2024. 

SOG-IS 
SOG-IS (Senior Officials Group Information Systems Security) provides recommendations for cryptographic algorithms. It seems useful to have in TR 33.841 [1] reference to SOG-IS work on agreed cryptographic mechanisms [3] for clause 8.3 on MAC length in TR 33.841 [1].
SOG-IS recommendations for MAC length are: 

Note 14-MACTruncation96. The truncation of a MAC generated by an agreed MAC mechanism to at least 96 bits is agreed. 

A necessary condition, this may not be a sufficient condition for specific MAC schemes, e.g. GMAC.

Note 15-MACTruncation64. The truncation of a MAC generated by an agreed MAC mechanism to at least 64 bits is considered legacy under the condition that the maximal number of MAC verifications performed for a given key over its lifetime can be bounded by 220
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.841 [1].

   *** START of 1st CHANGE ***

5.2
Timelines for transitioning asymmetric algorithms

In 2017 NIST launched a study thanks to a project on Post-Quantum Security [xx] to evaluate and standardize one or more quantum-resistant public key cryptographic algorithms.  The results of the study are expected between 2022 and 2024 as indicated in [xy].  Currently no quantum-resistant public key algorithms are standardized by NIST as it is assessed that not enough time has been spent analysing them.

   *** END of 1st CHANGE ***

---------------------------------------------------------------

   *** START of 2nd CHANGE ***

8.3 MAC tag length impact on security

The MAC-I is fundamental for ensuring that messages sent within the 3GPP system have cryptographic integrity protection ensuring they cannot be forged or modified. Currently, 5G specifies the use of MAC algorithms with 128-bit key and a 32-bit MAC tag length.  In the case of NIA1 and NIA2, the 32-bit tag length is obtained by truncating the output of the MAC algorithm; NIA1 natively produces a 64-bit tag, while NIA2 produces a 128-bit tag.

Truncating MAC tags is a common practice, provided that the MAC key length is sufficient to meet the desired security strength of the scheme.  However, the MAC tag length does have an impact on security, as it indicates the likelihood that an adversary with no knowledge of the MAC key can present a message and tag that would pass verification.  That is, with a 32-bit MAC tag length, a trivial forgery attack would allow an attacker to forge a message after 232/2 attempts on average.  Short MAC tags could create an unacceptable security risk in systems that allow an attacker to attempt a large number of messages that would be verified by a given MAC key, depending on the system’s tolerance for accepting a forged message. Some operator services (e.g., Ultra-Reliable Communications, Critical Communications, Government Communication) may require levels of integrity protection that are beyond the level achieved by a 32-bit MAC.
While guidance from NIST allows MAC tags as short as 32-bits, it recommends tag lengths of at least 64-bits [25] to reduce the likelihood of accepting forged data. Use of shorter MAC tags may be appropriate in certain constrained use cases where the system is able to limit the number of messages failing verification under a given key. Protocols with high data throughput and long-lived keys should use a MAC tag of at least 64 bits. This guidance is not related to quantum computing. SOG-IS also provides recommendations for MAC [yy]; MAC length could be 64 bits and even greater.
Editor's Note: It is for future study and analysis the application of this attack to the specific 3GPP case, i.e. what an attacker can achieve in practice with an attempted forgery attack on 3GPP integrity protection.

Note: There are other attacks against integrity algorithms discussed in [xx], including replay attacks and collision attacks.  While on average 232/2 messages are required to find a collision between two MACs (for a MAC tag length of 32-bits), collision attacks typically rely on finding two MACs which are the same length before truncation.  As such, the block size of the algorithm is more important than the MAC tag length for this attack.  Replay attacks are prevented by adding COUNT, BEARER and DIRECTION values to a message before calculating the MAC, thus uniquely identifying that session.

   *** END of 2nd CHANGE ***

---------------------------------------------------------------

   *** START of 3rd CHANGE ***
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