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1
Decision/action requested

This contribution proposes a key issue for TR 33.861.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.
[1]       3GPP SA3 proposal S3-181444, “Study on evolution of Cellular IoT security for the 5G System”.  
[2]      3GPP TS 22.261, "Service requirements for next generation new services and markets".
[3]

3GPP TR 38.913, “Study on Scenarios and Requirements for Next Generation Access Technologies”

[4]
3GPP TS 33.501, “Security Architecture and Procedures for 5G System”
[5]      3GPP TR 23.724, “Study on Cellular IoT support and evolution for the 5G System.”

3
Rationale

Authentication credentials and idenetifiers have been studied in the 5G phase 1 in TR 33.899. Many solutions have been provided in TR 33.899. However, in the later stage, 3GPP has decided to limit the scope of 5G phase 1 to eMBB service and supporting of massive MTC communication was postpone to phase 2. Hence, authentication credentials and protocols related to massive MTC communication were not fully addressed in the phase 1 technical specification discussion. 

As stated in the SID of CIoT [1], the security aspects of SA2’s enhancements addressing the 5G service requirements in TS 22.261 [2] and TR 38.913 [3] shall be studied in this technical report. 
In clause 8.3 of TS 22.261, it includes a security requirement for authentication as follows:
“The 5G system shall support operator controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation).”
In clause 8.3 of TS 22.261, it includes another security requirement for 

 “For a private network using 5G technology, the 5G system shall support network access using identities, credentials, and authentication methods provided and managed by a 3rd party and supported by 3GPP.” 

In TS 33.501, an example alternative authentication method for private network has been included in the annex B. However, TS 33.501 are developed without considering the support of massive MTC communication scenario. Therefore, we recommend to add in a key issue in TR 33.861 to further study alternative credentials and authentication protocols for CIoT scenarios. 
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Alternative Credentials and Authentication Protocols
5.X.1
Key issue details

Massive MTC communication is one of the major communication scenarios for 5G. The SID proposal of this TR stated that requirements from other groups of 5G, e.g. TS 22.261， shall be considered. 
In TS 22.261, following requirements are included:

· In clause 8.3, “The 5G system shall support operator controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation).”
· In  clause 8.5, “For a private network using 5G technology, the 5G system shall support network access using identities, credentials, and authentication methods provided and managed by a 3rd party and supported by 3GPP.”
It is known that IoT services supported by 5G networks may crosss many different vertical industreis. The requirement on identifiers and credentials may be different. The credentials andauthentication protocols for massive MTC has not been fully addressed in pahse I TR and TS as massive MTC communication scenario has been postponed to phase 2 stduy.  
Therefore, in this TR, the studying on alternative credentials and authentication protocols shall be conintued. 

5.X.2
Security threats 

As of today, IoT networks deployed by the companies/organizations from vertical industry own their own identity management infrastructure and adopt different auththentcaiton protocols. To provide sameless support to the already deployed devices, 5G need to provide a flexible authentication framework and supporting different types of credentials for network access security. However, the supporting of alternative credentials and authentication methods shall not lead to the fragmentation of the market or require UE and network side for supporting too many authentication methods.  
Before adopting alternative credentials for massive MTC communication scenarios, the strength and weakness of each candidate credential shall be studied so that they can be used used properly. 

Many IoT devices are deployed staticly in outdoor environment. If the alternative credentials in the UE are not stored securely, they could be compromised by attackers.  This may further lead to various attacks such as false charging, impersonation, unauthorized access to network resources etc. Therefore, the use of the credentials should be limited, e.g. to certain networks, or services, or limitations of usage could be given in the mutual agreements between two roaming partners. 

There could be baseline security requirements for the alternative credentialsand/or the related authentication methods. As some credentials may be stronger while some can be weaker. Some security isolation measure shall be considered to avoid spreading of attacks within networks. Network slice might be good candidate technologies for isolation. 
5.X.3
Potential Security requirements

-
The 5G system shall support alternative credentials that could be used to authenticate the machine-type UE to the 3GPP network access. 

· Althernative crednetials shall be stored securely within the device. 

-
Alternative credentials shall only be used with non-human type devices (IoT). 

-
The system shall provide means for the MNO to allow or prevent the usage of alternative credentials. 

-
Alternative credentials that are linked to 3GPP subscription identifiers may be used globally, however, the visited network shall make a policy decision if the alterantive credentials are allowed locally or not.
*************** End of Change ****************
