Page 1



3GPP TSG-SA WG3 Meeting #92 
S3-182452
Dalian (China), 20-24 August 2018
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.501
	CR
	0348
	rev
	-
	Current version:
	15.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Clarification on authentication and authorization in SBA

	
	

	Source to WG:
	Huawei, Hisilicon

	Source to TSG:
	S3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2018-8-20

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
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Authorization and authentication between network functions and the NRF.
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According to section 13.3.1 of TS 33.501, mutual authentication will be made between NF and NRF. Hence, token is not needed here for accessing NRF. On the other hand, which NF could provide this token to NF is sill another problem.

Another typo in obtaining access token procedure in section 13.4.1.1 is that the expected NF service name shall be changed to expected NF service names. Since the claim of token may include serveral authorized services, hence serveral expected NF service names are required in the access token request accordingly.
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2. Add a note to clarify that token are not needed for accessing NRF in the registration procedure of section 13.4.1.1.
3. Change “expected service name” to “expected service names” in access token request procedure of section 13.4.1.
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***
START OF 1st CHANGES
***
13.3
Authentication and static authorization

13.3.1
Authorization and authentication between network functions and the NRF
NRF and NF shall authenticate each other during discovery, registration, and access token request. If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for mutual authentication of the NRF and NF.

If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS or physical security.

After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.
For non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s). As described in clause 4.17.4 of TS23.502 [8].

For roaming scenario, the NRF of the NF Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.
NOTE 1: 
When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF  , the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.
***
END OF 1st CHANGE
***

***
START OF 2nd CHANGE
***
13.4.1
OAuth 2.0 based authorization of Network Function service access

13.4.1.0
General

The authorization framework uses the OAuth 2.0 framework as specified in [43]. Grants shall be of the type Client Credentials Grant, as described in clause 4.4. of [43]. Access tokens shall be JSON Web Tokens as described in [44] and are secured with digital signatures or Message Authentication Codes (MAC) based on JSON Web Signature (JWS) as described in [45].

The authorization framework described in clause 13.4.1 is mandatory to support for NRF and NF.

13.4.1.1
Service access authorization within the PLMN

OAuth 2.0 roles, as defined in clause 1.1 of [43], are as follows:

a.
The Network Resource Function (NRF) shall be the OAuth 2.0 Authorization server.

b.
The NF service consumer shall be the OAuth 2.0 client.

c.
The NF service producer shall be the OAuth 2.0 resource server.

OAuth 2.0 client (NF service consumer) registration with the OAuth 2.0 authorization server (NRF)

The NF service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF service consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.

Note: NF service producer, as an OAuth 2.0 resource server, shall also register with the OAuth 2.0 Authorization server (NRF) to inform its profile.

Access token request before service access

The following procedure describes how the NF service consumer obtains an access token before service access.  
Pre-requisite:

a.
The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).

b.
The NRF and NF service producer share the required credentials when token validation is performed by the NF service producer. 
c. The NRF and NF have mutually authenticated each other. 
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Figure 13.4.1.1-1: NF service consumer obtaining access token before NF service access

1. The NF service consumer requests an access token from the NRF in the same PLMN. The message includes the NF Instance Id of the NF service consumer, expected NF service(s) name(s), NF types of the expected NF instance and NF consumer. 

2. If the NRF decides that NF service consumer can be authorized (based on the information sent by the NF service consumer in the access token request), the NRF shall generate an access token with appropriate claims included. The NRF shall digitally sign the generated access token based on a shared secret or private key as described in [45].

The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF Instance Id of the NF Service Producer (audience), authorized services (scope) and expiration time (expiration).

Editor’s Note: Additional claims in the token are FFS.

3. The token is included in the response sent to the NF service consumer.

***
END OF 2nd CHANGE
***
***
START OF 3rd CHANGE
***
13.4.1.2
Service access authorization in roaming scenarios 

In the roaming scenario, OAuth 2.0 roles are as follows:

a.
The visiting Network Resource Function (vNRF) shall be the OAuth 2.0 Authorization server for vPLMN and authenticates the NF service consumer. 

b.
The home Network Resource Function (hNRF) shall be OAuth 2.0 Authorization server for hPLMN and generates the access token.

c.
The NF service consumer in the visiting PLMN shall be the OAuth 2.0 client.

d.
The NF service producer in the home PLMN shall be the OAuth 2.0 resource server.

OAuth 2.0 client (NF service consumer) registration with the OAuth 2.0 authorization server (NRF)

Same as in the non-roaming scenario in 13.4.1.1.

Obtaining access token independently before NF service access

The following procedure describes how the NF service consumer obtains an access token for use in the roaming scenario. 
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Figure 13.4.1.2-1: NF service consumer obtaining access token before NF service access (roaming)

Pre-requisite:

a.
The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).

b.
The NRF and NF service producer share the required credentials when token validation is performed by the NF service producer.

c.
The two NRFs have mutually authenticated each other.

1.
The NF service consumer invokes Access Token Request (NF Instance Id of the NF service consumer, Expected NF service(s) name(s), NF Type of the expected NF instance, NF type of the NF consumer, home and serving PLMN IDs) from NRF in the same PLMN. 

2.
After successfully authentication of the client, the NRF in serving PLMN identifies the NRF in home PLMN (hNRF) based on the home PLMN ID, and requests token from hNRF as described in clause 4.17.5 of [8]. The vNRF forwards the parameters it obtained from the NF service consumer, including NF service consumer type, to the hNRF.

3.
If the hNRF decides that NF service consumer can be authorized, the hNRF shall generate an access token with appropriate claims included. The hNRF shall digitally sign the generated access token based on a shared secret or private key as described in [45].

The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF Instance Id of the NF Service Producer (audience), authorized services (scope) and expiration time (expiration).

4.
The access token is included in Access Token Response message to the hNRF.

5.
The vNRF forwards the Access Token Response message to the NF service consumer.

Service access request based on token verification

Same as in the non-roaming scenario in 13.4.1.1.

***
END OF 3rd CHANGE
***
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