3GPP TSG SA WG3 (Security) Meeting #92
S3-182434
20-24 August 2018, Dalian(China)
revision of S3-18xabc
Source:
Huawei, Hisilicon
Title:
Discussion on provision of ngKSI to UE in EAP-Request/AKA'-Challenge message
Document for:
Endorsement
Agenda Item:
7.1.8
1
Decision/action requested

This document discusses the provision of ngKSI to UE in EAP-Request/AKA'-Challenge message during EAP-AKA’ procedure.
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3
Discussion
According to the TS33.501v f.1.0, there is an inconsistency in the communication of the ngKSI in EAP-AKA’ and 5G-AKA procedure to the UE.  The ngKSI is provided to the UE at EAP-Success in EAP-AKA’, while the ngKSI is provided to the UE at Authentication –Request in 5G-AKA. 
CT1 had discussed this issue [1] and sent a LS [2] with following conclusions:
1. not providing the ngKSI at beginning of the authentication procedure has (at least) the following protocol impacts:-

· The key set identifier has always been provide at start of authentication procedure to allow identifying the (partial) security context that the NAS starts generating upon start of the authentication procedure. This is even so for 5G-AKA. CT1 prefer not to change and complicate our authentication procedure but rather have a consistent handling of ngKSI for both 5G-AKA and EAP-AKA'.

· ngKSI is a mandatory IE in the AUTHENTICATIION REQUEST message. Not providing ngKSI at the beginning of authentication would mean CT1 has to make ngKSI an optional IE. This makes unnecessary changes in comparison to the authentication in EPS.

· A majority of companies in CT1 thinks there may be abnormal situations where the UE can have more than one (partial) security contexts. CT1 would like to avoid provision of two ngKSI in the SECURITY MODE COMMAND message to resolve such abnormal use cases.

2. RFC 4187, RFC 5448 and TS 33.402 subclause 6.2, indicates that the UE can start key generation - and thus start creation of a (partial) security context – at EAP-Request. UE vendors wish to maintain this possibility and reuse, not change, existing implementation of EAP authentication.

Thus CT1 consider that also for EAP AKA' authentication, the ngKSI is provided to the UE in the AUTHENTICATION REQUEST <EAP-Request/AKA'-Challenge>. And CT1 can accept that ABBA is also provided at start of EAP primary authentication. 

The purpose of the ngKSI is to make it possible for the UE and the AMF to identify a native security context without invoking the authentication procedure. From a security perspective, ngKSI is the identifier of the key set, it will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful. In the current EAP-AKA’ procedure, the ngKSI is sent to the UE in the EAP Success message. However, for implementation, the ngKSI is an optional IE in the Authentication Request message, the SEAF needs to define a mechanism to decide which message to send ngKSI according to different authentication methods. Thus, the current standard increases the complexity of the procedure compared to sending ngKSI in the authentication request message in all cases. 
If the ngKSI is sent to the UE in the Authentication Request message in EAP-AKA’, it can be consistent with the processing in 5G-AKA, and the complexity of SEAF processing will be greatly reduced, and this does not bring any security reduction. Meanwhile, the ABBA is used as part of security key generation, it must be provided along with ngKSI.
Therefore, the ngKSI and the ABBA shall also be provided to the UE in Authentication Request message when EAP-AKA’ is chosen. 
4
Detailed proposal

SA3 is kindly requested to accept the coclution and approve the corresponding CR S3-182446 and Draft LS S3-182448.
