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**** START OF CHANGES ****
6.4.2.2
Multiple active NAS connections in the same PLMN's serving network

When the UE is registered in a serving network over two types of access (e.g. 3GPP and non-3GPP), then the UE has two active NAS connections with the same AMF. A common 5G NAS security context is created during the registration procedure over the first access type. 

In order to realize cryptographic separation and replay protection, the common NAS security-context shall have parameters specific to each NAS connection. The connection specific parameters include a pair of NAS COUNTs for uplink and downlink and unique NAS connection identifier. The value of the unique NAS connection identifier shall be set to "0" for 3GPP access and set to "1" for non-3GPP access.

In mobility when no horizontal KAMF derivation is taking place and interworking scenarios, a newly created partial NAS security context is activated only on the NAS connection reporting the mobility, NAS context is enabled one by one for multiple connections.
When the UE is simulanteously registered over both types of accesses, and if an authentication procedure followed by a NAS SMC run takes place over one of the accesses (say access A), then the new NAS security context shall only be activated over that access (access A). The UE and the AMF shall retain and continue to use the old NAS security context over the other access (say access B). In order to activate the new NAS security context over the other access (access B), the AMF shall trigger a NAS SMC run over that access. During the second NAS SMC run (on access B), the AMF shall include the same ngKSI associated with the new NAS security context. After a successful second NAS SMC procedure over the other access (access B), both the UE and the AMF shall delete the old NAS security context.
At mobility and when horizontal KAMF derivation takes place:

1. If the UE initiates the Mobility Update Registration procedure and if horizontal KAMF derivation is indicated in the NAS SMC procedure, then the UE shall suspend all NAS signalling over non-3GPP access and take the new horizontal derived KAMF key (i.e. the new security context) into use over both 3GPP access and non-3GPP access immediately, as the current (old) KAMF key is not transferred by the source AMF to the target AMF. 
2. If the network initiates N2 handover procedure with the UE and if horizontal KAMF derivation is indicated in the NAS Container, then the UE shall suspend all NAS signalling over non-3GPP access and take the new horizontal derived KAMF key (i.e. the new security context) into use over both 3GPP access and non-3GPP access immediately, as the current (old) KAMF key is not transferred by the source AMF to the target AMF. 
3. In addition to bullet 1 and 2 above, if the UE and AMF is in CM-CONNECTED state over non-3GPP access, then the target AMF shall in addition derive a new KN3IWF key from the new horizontal derived KAMF key as described in Annex A.9 and assign it to the N3IWF node in the N2 AMF Mobility Request message in the Mobility Update Registration procedure as specified in figure 4.2.2.2.2-1 step 17/18 in TS 23.502 [8]. Note that in case of N2 handover as described in bullet 2 above, the assignment of the new KN3IWF key to the N3IWF node takes place in the Mobility Registration Update procedure initiated by the UE after the N2 handover procedure is completed. This will trigger the N3IWF node to establish the IPSec SA for NAS and any IPSec child SA(s) with the UE using the new KN3IWF key and then release the current IPSec SA for NAS signalling and any potential current IPSec child SA(s) established with the UE. When the Mobility Update Registration procedure is completed, the UE shall resume the NAS signalling over non-3GPP access and take the new horizonal derived KAMF key into use immediately in the NAS layer without the need to run a second NAS SMC procedure with the target AMF over non-3GPP access.

**** END OF CHANGES ****
