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1
Decision/action requested

Approve update to the Initial Handshake Procedure proposed in section 4 of this pCR
2
References

[S3-181937]
Draft CR on Application layer security
[C4-186158]
CT4 pCR on N32 Parameter Exchange API
3
Rationale

This pCR updates the Initial handshake procedure between SEPPs to include exchange of N32-f context identifiers. This is based on the proposed CT4 pCR to CT4#86 C4-186158)
4
Detailed proposal

**** Begin of  changes ***
13.2.2
Initial handshake between SEPPs

Editor’s Note: Section 13.5 currently specifies the procedure for security capability negotiation between SEPPs. It needs to be merged under the initial handshake procedure.

13.2.2.1
General

The initial handshake allows the SEPPs to mutually authenticate each other and negotiate the security mechanism to use over N32 along with associated security configuration parameters. 

The two SEPPs mutually authenticate each other based on client and server certificates using TLS [40] to setup a N32-c connection. Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [17], clauses 6.1.3a and 6.1.4a. A secure connection is established between the two SEPPs which provides confidentiality protection, integrity protection and replay protection of all traffic exchanged between the SEPPs.
The two SEPPs perform security capability negotiation to determine the security mechanism to use for protecting NF service related signalling over the N32 interface.

If the selected N32 protection mechanism is to use Application Layer Security at the HTTP layer, the two SEPPs:

-
independently export keying material associated with the established N32-c connection between them and use it as the pre-shared key for generating the shared session key required. This is based on RFC 5705 [xx] for TLS 1.2. For TLS 1.3, the exporter described in section 7.5 of [yy] is used.

-
exchange security related configuration parameters that are needed by the SEPPs to protect HTTP messages exchanged between the two Network Functions (NF) in their respective networks.
-
exchange N32-f context identifier values, that’s used by each SEPP to identify the set of security related configuration parameters, when it receives a protected message from a SEPP in a different PLMN,
The following security related configuration parameters may be exchanged between the two SEPPs:

a. Modification protection policy – Modification protection policy, as specified in clause 13.2.3.4, indicates which IEs can be modified by an IPX provider of the sending SEPP.

b. Cipher suites for confidentiality and integrity protection when Application layer security is used to protect HTTP messages between them.

Editor’s Note: Whether supported confidentiality protection and integrity protection methods need to be negotiated is FFS.

13.2.2.2
Procedure

1. The two SEPPs mutually authenticate each other using TLS and set up a secure N32-c connection between them.

2. The two SEPPs perform a security capability negotiation to agree on a security mechanism to use for protecting NF service related signalling over N32:

2a. The SEPP which initiated the TLS connection sends a Capability Negotiation Request message to the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service related signalling over N32. 

2b.
The responding SEPP compares the received security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both initiating SEPP and responding SEPP.
2c. The responding SEPP sends a Capability Negotiation Response message to the initiating SEPP including selected security mechanism for protecting the NF service related signalling over N32.

3. If the selected security mechanism is based on a mechanism other than the application layer security at the HTTP layer, the two SEPPs skip steps 4 to 6 and proceed to step 7.

4. The two SEPPs perform a cipher suite negotiation to agree on a cipher suite to use for protecting NF service related signalling over N32.

4a. The SEPP which initiated the TLS connection sends a Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s supported cipher suites. The cipher suites are ordered in initiating SEPP’s priority order. The SEPP provides a N32-f context identifier for the responding SEPP to include in the JOSE protected HTTP messages it forwards towards the initiating SEPP.

4b. The responding SEPP compares the received cipher suites to its own supported cipher suites and selects, based on its local policy, a suite, which is supported by both initiating SEPP and responding SEPP.
4c. The responding SEPP sends a Parameter Exchange Response message to the initiating SEPP including the selected cipher suite for protecting the NF service related signalling over N32. The responding SEPP provides a N32-f context identifier for the initiating SEPP to use when it forwards JOSE protected HTTP messages towards the responding SEPP.
5. The two SEPPs may perform negotiation of protection policies to use for protecting NF service related signalling over N32:

5a. The SEPP, which initiated the TLS connection, sends a Parameter Exchange Request message to the responding SEPP including the initiating SEPP’s protection policies listed in clause 13.2.3. 

5b. The responding SEPP shall store the Modification protection policy information if sent by the initiating SEPP. 
5c. The responding SEPP sends a Parameter Negotiation Response message to the initiating SEPP with the selected values for the parameters sent in step 5.

5d. The initiating SEPP shall store the protection policy information if sent by the responding SEPP, 

6. The two SEPPs export keying material from the TLS session established between them and use it as the pre-shared key for generating the session key required for protecting HTTP messages.



**** End of  changes ***
