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1
Decision/action requested

This paper discusses the issue of current key change indication on N14 (AMF-AMF).

2
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3
Discussion

In current specification, there’s a case described in section 6.9.2.3.3 (N2-handover), illustrated by following figure:


[image: image1.emf]UE

Source 

gNB

Target 

gNB

Source 

AMF

Target 

AMF

UE is in connect state

HO Required

Create UE Context Req.

(Kamf',keyAmfChangeInd,

DL NAS COUNT)

HO Request

(NSCI, NASC[DL NAS COUNT])

HO Response

(StoT[keyChangeIndicator], NASC[DL NAS COUNT])

HO Command

(StoT, NASC)

Create UE Context Resp.

(StoT, NASC)

HO Command

(keyChangeIndicator,

NASC[DL NAS COUNT])

UE derive Kamf* from 

Kamf', mismatch with 

network

NAS SMC (for activating new Kamf -Kamf')


It is obvious that the current procedure is incorrect and will cause key mismatch between UE and network.

Observation 1: Current procedure for AMF activated new Kamf and receive HO REQUIRED before performing UE Context Modification is incorrect.

In this scenario, target AMF needs to know that only AS keys need to be synchronized. Using a different indication, target AMF will know that NSCI need to be sent to the target gNB while DL NAS COUNT shall not be included in NASC.

Proposal 1: Use a different indication (AS keys synchronize indication, short for AKSI) to instruct target AMF only AS keys need to be synchronized.

Considering multi-NAS connections for mobile registration update, similar situation will happen as illustrated by following figure:
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With AKSI in the context transfer response, target AMF will know that no NAS SMC is needed as they have been finished recently, the target AMF just derive new Kn3iwf from the received new Kamf, and may derive new Kgnb if required, then update AS key with N3IWF and may update AS key with gNB. While with keyAmfChangeInd in the context transfer response, target AMF will perform NAS SMC over both access types again, with UL NAS COUNT that will indicate UE to derive new Kamf, and perform AS key update with N3IWF (and may update with target gNB).

Proposal 2: Apply same indication (AKSI) in the mobile registration update procedure.

4
Conclusion
Proposal 1: Use a different indication (AS keys synchronize indication, short for AKSI) to instruct target AMF only AS keys need to be synchronized.

Proposal 2: Apply same indication (AKSI) in the mobile registration update procedure.
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