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1. Overall Description:

In Rel 15, SA approved 3GPP TS 33.163, a normative specification for the BEST (Battery Efficient Security for very low Throughput MTC Devices). This service provides end-to-end security between the UE and the Enterprise Application Server (EAS). The BEST protocol has been designed to work on IP and non-IP PDN connections. SA3 has approved CR in S3-182119 that updates TS 33.163 to allow for BEST to be used with PDN connections that terminate at the SCEF.

BEST re-uses the LTE authentication vectors (CK, IK, RAND, AUTN, XRES) for the purpose of setting up a secure connection between the UE and a newly introduced element in the home network, namely the HSE. TS 33.163 defines new interfaces, called EAS-C and EAS-U between the HSE and the EAS.  SA3 considers the definition of this interface to be out of its work scope.  However, Annex B of TS 33.163 describes a candidate interface based on Restful HTTP for the communication between the HSE and the EAS. 
SA3 kindly asks CT3 to review the EAS-C/U protocols and consider whether EAS-C/U functionality should be part of CT3’s work scope and whether EAS-C/U functionality should be added to the T8 interface to support the case where the BEST protocol is used in a non-IP PDN connection that terminates at the SCEF.
2. Actions:

To CT3 group.

ACTION: 
SA3 kindly asks CT3 to review the EAS-C/U protocols, consider whether it should be part of CT3’s work scope, and consider whether EAS-C/U functionality should be added to the T8 interface to support the case where the BEST protocol is used in a non-IP PDN connection that terminates at the SCEF.
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