3GPP TSG SA WG3 (Security) Meeting #90
S3-180139
22 – 26 January, 2018, Gothenburg, Sweden
revision of S3-18xabc
Source:
Huawei, Hisilicon
Title:
Procedures for security context transfer in idle mode mobility
Document for:
Approval
Agenda Item:
7.2.3.6
1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

[1]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture"
3
Rationale

This contribution adds the procedures for security context transfer in idle mode mobility which is missing in present specification. The added text is as in TS 33.401 [1] with modification to fit 5G.
4
Detailed proposal
***
BEGIN THE CHANGE
***

6.9.5
 Procedures for security context transfer in idle mode mobility

Editor’s Note: Information flows for re-registrations and registration area updates are described here. Work on this subclause needs to take into account TS 33.401, clauses 6.1.4 and 6.1.5.
The procedure shall be invoked by the newly visited AMF (AMFn) after the receiving of a Registration Request message from the UE wherein the UE and the previously visited AMF (AMFo) are identified by means of a temporary identifier 5G-GUTIo.

The protocol steps are as follows:

a)   The AMFn sends a message to the AMFo, this message contains 5G-GUTIo and the received Registration Request message.

b)   The AMFo searches the data of the UE in the database and checks the integrity protection on the Registration Request message. 
i) If the UE is found and the integrity check succeeds, when the AMFn and the AMFo are within the same AMF set, the AMFo shall send a response back that:
· shall include the SUPI, and
· may include any current 5G security context it holds
ii) If the UE is found and the integrity check succeds, when the AMFn and the AMFo are not within the same AMF set, the AMFo shall send a response back that:

· shall include the SUPI, and

· may include a new 5G security context it derives from the current one it holds
The AMFo subsequently deletes the 5G security context which it holds.
If the UE cannot be identified or the integrity check fails, then the AMFo shall send a response indicating that the temporary identifier 5G-GUTIo cannot be retrieved.
c)    If the AMFn receives a response with a SUPI, it creates an entry and stores the 5G security context that may be included.
If the AMFn receives a response indicating that the UE could not be identified, it shall initiate the subscription identification procedure described in clause 6.12.4 of the present specification.
***
END OF THE CHANGE
***
