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1
Decision/action requested

Approve the following changes:

- Correct reference numbers

- Update the solution evaluation in line with other solution evaluations
2
Rationale

1) References

The reference numbers in the existing document are incorrect and several specification places have no references.  Action: correct the references so that they are compliant with 3GPP rules.

2) Evaluation and conclusion

To make the document consistent, new evaluations have been added.
3
Detailed proposal

********************************  Start of First change    ***********************************

9.1
Solution #1: 'Replace the affected Profile on eUICC'
9.1.1
Introduction

This solution discusses one potential way to update long term keys on the eUICC by using remote Profile provisioning processes defined in GSMA SGP.22 [11], specifically, by downloading a new Profile with new long term keys and deleting the Profile on the eUICC whose long term keys are exposed.

Profile is defined as combination of data and applications to be provisioned on an eUICC for the purpose of providing services. A Profile includes one MNO-SD and NAAs, where the MNO-SD contains the Operator’s Over-The-Air (OTA) keys and provides a secure OTA channel, and NAAs include K/Ki for authentication between the 3GPP network and the UE. A Profile is identified by ICCID as defined in GSMA SGP.22 [10].
9.1.2
Solution Description

When the long term keys of the Profile on the eUICC are exposed, the end user can download a new Profile following the Profile download and installation procedure as defined in section 3.1.3 of GSMA SGP.22 v2.1[10], and then the end user should delete the Profile whose long term keys are exposed following Profile deletion procedure as defined in section 3.2.3 of GSMA SGP.22 v2.1[10].
9.1.3
Solution Evaluation
9.1.3.1 General evaluation

This solution takes advantage of standardized GSMA eUICC Profile provisioning procedures to solve the issue of long term keys exposure, by downloading a new Profile to replace the affected Profile whose long term keys are exposed.

This solution requires no change of 3GPP specifications, neither GSMA eUICC specifications. 

The usage of the solution is limited to eUICC, and does not apply to traditional UICC/SIM cards.

The solution requires the end user consent for Profile downloading and Profile deletion, which may confuse the end user as it is not expected by the end user, so the end user may reject the procedure.

The solution may also impact the end user data stored in some applets of the affected Profile, e.g. payment applet, when the whole Profile is replaced by a new one.
9.1.3.2
Key Issues

This solution allows the long term keys to be changed as part of a secure profile change process but this requires solution user interaction to download / activate the new profile so it is not purely in the control of the home network operator.
Batch updates (Key issue 2) can only be achieved by multiple single updates and in this case this requires messaging to the end user to enable to change.

9.1.3.3
USIM and ISIM types applicable

This solution is only available for eSIMs.

9.1.3.4
Potential hardware and software impacts

This solution has no impact on eSIMs and eSIM provisioning services.

The user will be impacted as the new USIM downloaded will not include any of the user information contained on the old USIM (address book, SMS's, user preferred networks…).
9.1.3.5
Key exchange protocols and transportation

The key exchange is defined in GSMA SGP.22[10].  This is a secure protocol that includes replay protection, integrity protection and confidentiality protection.  It is available over many types of bearer.
9.1.3.6
3GPP technologies supported
This solution can be used on all 3GPP technologies (where an eSIM can be used).

9.1.3.7
Assessment of additional risks
GSMA SGP.22[10] is defined for consumer use and so requires user confirmation.  This solution is not suitable for M2M use cases.
9.1.3.8
Conclusion
This solution is a viable solution for consumer eSIM based USIMs.  However, the update requires user interaction and the user is likely to lose data as the old USIM is replaced completely by a new USIM.
This solution requires all USIMs to be on consumer eSIMs.

This solution is not suitable for M2M use cases.
**************************  End of changes ************************************
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