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1
Decision/action requested

This pCR resolves ENs and updates the registration procedure for mobility from EPS to 5GS
2
References

None
3
Rationale

The registration procedure for mobility from EPS to 5GS is specified in TS33.501 based on the consolidated contribution S3-180439. This contribution proposes to remove all Editor’s Notes by resolving pending issues.
The first Editor’s Note is removed after adding this NOTE.

NOTE: The enclosed TAU request in the Registration request contains a complete TAU Request.

Since the enclosed TAU is a complete TAU Request, the source MME can verify the Context Request is triggered by the legitimate UE as in idle mode mobility within EPS. 

The second Editor’s Note is removed based on the following normative text:

The AMF shall verify the integrity of the Registration Request message if the 5G UE context is available.

If the 5G UE context is not available, the AMF can rely on verification of TAU by the MME. Also, since the NAS SMC is required for mobility from EPS to 5GS, potential bidding down of Registration request is to be handled by the NAS SMC procedure. 

The third Editor’s Note is removed based on the following text: 

In both cases, the AMF shall then activate the resulting security context (mapped or native) by a NAS SMC procedure.
Some repeated text is also deleted.
4
Detailed proposal

It is proposed that SA3 accept the below pCR for inclusion in TS 33.501.

***
BEGIN OF FIRST CHANGE
***
8.2
Registration procedure for mobility from EPS to 5GS

During mobility from EPS to 5GS, the security handling described below shall apply.

The UE shall include 
the UE 5G security capability alongside the mapped 5G-GUTI in the Registration Request message. The UE shall also include the 5G-GUTI and the ngKSI that identify a 5G security context if available, e.g. established during an earlier visit to 5G, and integrity protect the Registration Request message using the native 5G NAS security context. The Registration Request shall contain the TAU request integrity protected using the EPS NAS security context shared with 
at the source MME. 
NOTE: The enclosed TAU request in the Registration Request contains a complete TAU Request.


Upon receipt of the Registration Request, the AMF shall interact with the MME identified by the mapped 5G-GUTI to retrieve the UE 
context. The AMF shall include the enclosed TAU request in the 
Context Request message to the MME. The 
MME shall verify the TAU request using the stored UE security context and if the verification is successful, the MME shall send the UE context to the AMF. 

The AMF shall verify the integrity of the Registration Request message if the AMF obtained the 5G security context identified by the 5G-GUTI. In case the verification succeeds then the AMF shall then dispose of any security parameters received from the source MME in the Context Response message. In case the verification fails or the 5G UE context is not available then the AMF shall treat the Registration Request message as if it was unprotected. In such case, the AMF may either derive a mapped security context from the EPS context received from the source MME as described in clause 8.6.2
 or initiate an authentication procedure to create a new native 5G security context. The AMF shall use the ngKSI to identify the EPS security context used for the derivation of a mapped 5G security context. In both cases, the AMF shall then activate the resulting security context (mapped or native) by a NAS SMC procedure.








***
END OF FIRST CHANGES
***
�Based on S3-180707


�Based on S3-180707


�Removed due to the above NOTE.


�Based on S3-180707


�Based on S3-180707


�Based on S3-180707


�Based on S3-180707


�Removed due to the first sentence of this paragraph:


The AMF shall verify the integrity of the Registration Request message if the 5G UE security context is available.


�Combined into the third paragraph


�Removed due to the following text in the paragraph 4:


In both cases, the AMF shall then activate the resulting security context (mapped or native) by a NAS SMC procedure.





