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1
Decision/action requested

SA3 is kindly asked to agree on the proposed additions to the living document on SBA.
2
References

 [1]
S3-180894 
LS on the documentation of security requirements for API design
3
Rationale

During SA3#90-Bis, an initial set of guidelines for secure protocol design, both general and SBA-specific, have been agreed and sent to CT3 and CT4 groups [1]. In order to allow people to further contribute to this preliminary collection, this document adds these requirements to the living document on SBA.
4
Detailed proposal

4.1.X
Requirements for secure API design
4.1.X.1

General requirements
The following requirements are intended as general guidance for 3GPP stage 3 work in order to specify secure protocols and APIs. As such, these guidelines are independent of the specific technology and shall be followed at all times.

- 
The valid format and range of values for each IE shall be defined unambiguously.

NOTE 1: Explicitly defining format and range of values not only helps to improve the security of a certain implementation, but also allows for realiable interoperability between different protocol implementations. Example: Defining a “lowercase string variable of length 10 and range [a..z]” is much more explicit that just defining a “string of length 10”.

· Each message shall have a defined maximum number of IEs.

-
Each datastructure shall have a defined maximum size.

-
Each datastructure shall have a defined maximum nesting depth.

NOTE 2: There are resource exhaustion attacks on JSON parsers. Defined maximum numbers of IEs, sizes and nesting depths allow implementations to know an upper bound of required ressources. It also allows validation of incoming messages.

-
Information elements of the same name shall only be used in ordered data structures, e.g. arrays or dictionaries, not in unordered structures, e.g. lists or sets. Multiple use of the same information element within an unordered data type must be explicitly forbidden to allow implementations to act accordingly when malformed messages occur, i.e. by discarding them.

NOTE 3: Duplicate or multiple occurrence of information elements is likely to be handled differently by implementations. Some may interpret the first occurrence, others the last. There are known attacks with specially crafted malicious messages that are designed to confuse implementations of NFs to get fraudulent messages into a PLMN.

4.1.X.2

SBA-specific requirements
The following requirements shall be considered for every network function that implements a service-based interface.

-
OpenAPI specifications are machine-readable JSON objects and can be used as the basis for re-configuring an NFs action when an API or message structure changes. Therefore, each OpenAPI specifications shall contain all necessary information to correctly and unambiguously parse messages.

Editor’s Note: If OpenAPI specifications can contain all information for the above-mentioned purposes is FFS.

-
A specific information should only be contained once in a given message. If the inclusion of duplicate information cannot be avoided, the API specification shall explicitly point out all occurences within the same message. This includes IEs of different names that effectively hold the same value, e.g. if a message contains multiple representations of the SUPI within different IEs, the message definition shall state whether the values of those IEs should match in a valid message.

NOTE 4: Attacks often exploit corner cases and unspecified behavior in order to exploit a system. Traffic normalization counters this by either dropping traffic that is malformed or by forcing certain information elements to a "normal" value. Typically, this relates to inconsistent fields.

· TS 33.501 documents which information shall be confidentiality protected on the N32 interface. The fields where this information is contained may have different names. The machine-readable part of the API specification shall include sufficient details to identify all fields that may include this information.
