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1	Decision/action requested
Approve pCR to TS 33.501 
2	References
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[2]	S3-180352, "Living document: Security of Service Based Architecture of 5G phase 1"
3	Rationale


According to the current agreements in SA3 (clause 4.1.1 in the living document [2]), the IPX provider is trusted to read certain IEs of the messages sent on N32. However, this holds only for IPX providers, not for the links in between the SEPP and IPX providers. We propose to use TLS for communication between the SEPP and the first hop IPX provider. 
For the special case that there are no IPX providers between the SEPPs, there is no reason why anyone on the link should be able to read or modify the messages. Hence for this special case, we propose that TLS is used between the SEPPs.
For the link between SEPP and IPX provider, only one of the endpoints (the SEPP) is in scope of 3GPP. However, 3GPP can still specify requirements on the link. For the link between IPX providers, it is less clear whether it is in 3GPP scope to specify any requirements. However, only with TLS between the IPX providers as well, true hop-by-hop security will be achieved on the N32 interface
4	pCR to TS 33.501
***BEGIN CHANGES***
[bookmark: _Toc505803122]9.1.3.2	Protection at the network or transport layer
All network functions, including the SEPP, shall support TLS. Network functions shall support both server-side and client-side certificates for authentication between each-other. If TLS is used for service based interfaces, all network functions shall use both server-side certificates and client-side certificates for authentication. 
The TLS profile shall follow the profile given in Annex E of TS 33.310 [5] with the restriction that it shall be compliant with the profile given by HTTP/2 [X].
TLS shall be used within a PLMN unless network security is provided by other means.
Editor’s Note: Profiles for TLS Client certificates are FFS
On the N32 interface, TLS shall be supported between the SEPP and the next-hop IPX entity. 
If there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs. 
NOTE 1: It is strongly recommended to use TLS between the SEPP and the next-hop IPX entity.
NOTE2: Additional application layer security according to the requirements in clause 5.7.4 is needed for protection between the SEPPs.
***END CHANGES***
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