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1
Decision/action requested

It is requested to discuss and approve the proposal.
2
Rationale
It is an open issue - how the serving network verifies that a SUPI returned from the home network is indeed the SUPI of the UE getting the serving network's services. In SA3#90 (Gothenburg), following six contributions were discussed.

· S3-180240 Protecting the IMSI and IMEI in NAS Security Mode Command (Qualcomm Incorporated)

· S3-180331 Discussion on SUPI privacy proposals (DOCOMO) 

· S3-180083 LI conformity when privacy is used - was S3-173124 (Nokia, Orange, T-Mobile USA)

· S3-180051 Solution for meeting LI and privacy requirements (CATT)

· S3-180206 Meeting SUPI privacy and LI Requirements (Huawei, Hisilicon, Intel, China Mobile, CATT)

· S3-180265 Clause 6.7.2 (NAS SMC, SUPI from UE for LI) (Ericsson)

Chairman's note on SUPI and LI (S3-180457) was endorsed.

A conf-call was held on Monday 12 February 2018. In that conf-call, eight of input documents were on this topic. Based on the discussions, this contribution is presenting a joint proposal from several companies as a way-forward to adopt a NAS SMC based solution. We propose to approve the solution proposed in this pCR. 

Summary of the solution:

(1) UE indicates its SUPI using the NAS security mode command procedure.
(2) AMF does not provide service to UE, if SUPI indication from UE and AUSF do not match.
(3) A field called NONCESUPI in the NAS security mode command message implicitly triggers the UE to indicate its SUPI to AMF. 
(4) UE sends SUPI-as-is in NAS security mode complete message when NEA1/2/3 are used. 

(5) UE sends RESSUPI = KDF (KSUPI, SUPI, NONCESUPI) in NAS security mode complete message when NEA0 is used.
3
Detailed proposal

***** BEGIN CHANGES ***** 

6.7.2
NAS security mode command procedure

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.4, which is about NAS security mode command procedure. 

Editor's Note: Aspects related to interworking are FFS.

Editor's Note: Whether the current text is to be rewritten in a step description manner for the Figure 6.7.2-1 is FFS.

Editor's Note: It is FFS whether the legacy HASH-based mechanism is still required for the protection of the initial Registration Request.

The NAS SMC shown in Figure 6.7.2-1 shall be used to establish NAS Security context between the UE and the AMF. This procedure consists of a roundtrip of messages between the AMF and the UE. The AMF sends the NAS Security Mode Command message to the UE and the UE replies with the NAS Security Mode Complete message. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
The NAS Security Mode Command message from the AMF to the UE shall contain: the replayed UE security capabilities, the selected NAS algorithm, and the ngKSI for identifying the KAMF. If the AMF needs to validate the SUPI (i.e., mainly during Registration procedure of type initial registration, or other cases like losing the UE context), the AMF shall include a NONCESUPI field in the NAS Security Mode Command message. In the case of sending a NAS Security Mode Command message during a Registration procedure (i.e. after receiving the Registration Request message but before sending the Registration Response message) where the Registration Request message did not successfully pass its integrity protection verification, the AMF shall calculate a HASHAMF of the entire plain Registration Request message and include the HASHAMF in the NAS Security Mode Command message. This message shall be integrity protected (but not ciphered) with NAS integrity key based on the KAMF indicated by the ngKSI in the NAS Security Mode Command message (see Figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

Editor's Note: Details of the HASHAMF calculation are FFS.

The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the  ngKSI. 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request message that it has sent and compare it against HASHAMF. 

Editor's Note: Details of the HASHUE calculation are FFS.

The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS Security Mode Command message that includes a HASHAMF.

If the verification of the integrity of the NAS Security Mode Command message is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the ngKSI and send the NAS Security Mode Complete message to the AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include IMEISV in case AMF requested it in the NAS Security Mode Command message. In case the HASHUE and the HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. In case the NAS Security Mode Command message from the AMF included a NONCESUPI field and the selected ciphering algorithm is other than the null-ciphering, the UE shall include its SUPI in the NAS Security Mode Complete message. If the selected ciphering algorithm is the null-ciphering, the UE shall not send SUPI in the NAS Security Mode Complete message. Instead, the UE shall derive KSUPI as defined in Annex <TBD>. The UE shall further calculate RESSUPI as defined in Annex <TBD> using the derived KSUPI, its SUPI, and the received NONCESUPI. The UE shall include the calculated RESSUPI in the NAS Security Mode Complete message.
Editor's Note: the above paragraph needs to include UE action when there is a capability mismatch.
Editor's Note: The name of the equipment identity (e.g. IMEISV) message is FFS

NOTE 2:
A failed hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete message using the key and algorithm indicated in the NAS Security Mode Command message. If the AMF had included a NONCESUPI field in the NAS Security Mode Command message, the AMF shall validate the SUPI depending upon the selected ciphering algorithm. If the selected ciphering algorithm is other than the null-ciphering, the AMF shall verify that the received NAS Security Mode Complete message contains a SUPI and that the received SUPI is same as the SUPI obtained from the AUSF. Otherwise, if the selected ciphering algorithm is the null-ciphering, the AMF shall verify that the received NAS Security Mode Complete message contains a RESSUPI. The AMF shall further derive KSUPI as defined in Annex <TBD>. The AMF shall further calculate XRESSUPI as defined in Annex <TBD> using the derived KSUPI, the SUPI obtained from the AUSF, and the NONCESUPI sent in the NAS Security Mode Command message. The AMF shall further verify that the calculated XRESSUPI is same as the received RESSUPI. If any of above verifications at the AMF fails, the AMF shall treat this ongoing NAS Security Mode Command procedure as a failed one, and in addition to not allowing network services to the UE, the AMF may take implementation specific steps, e.g., creating log.
NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command message is not successful in the UE, it shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all subsequent NAS messages shall be protected with the previous, if any, 5G NAS security context, i.e., the 5G NAS security context used prior to the failed NAS Security Mode Command message. If no 5G NAS security context existed prior to the NAS Security Mode Command message, the NAS Security Mode Reject message shall remain unprotected. 

NOTE 4:
If the uplink NAS COUNT will wrap around by sending the NAS Security Mode Reject message, the UE releases the NAS connection instead of sending the NAS Security Mode Reject message. 

Editor's Note: Details of the NAS security mode command procedure failures are FFS.
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Figure 6.7.2-1: NAS Security Mode Command procedure
***** End of Changes *****
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