3GPP TSG SA WG3 (Security) Meeting #90Bis
 S3-180813
26 February - 2 March 2018, San Diego (US)
revision of S3-18xabc
Source:
Ericsson
Title:
Authentication related services provided by UDM  
Document for:
Approval

Agenda Item: 
4.1.8.7 Editorial corrections (Primary Authentication)
1
Decision/action requested

pCR to be included in 33.501
2
References

N/A 
3
Rationale

Clause 9.5 currently lists all security related messages over N13. However, SA2 is using the concept of SBA and NF services. 

It is proposed that clause 9.4 follows the SA2 syntax of specifying services. 

4
Detailed proposal

**** First Change ****
9.5
Authentication related services provided by UDM 
Editor’s note: This clause overlaps with TS 23.502. The content should either be moved to TS 23.502 and removed from TS 33.501, or the other way round. Cross-references should be added in after the overlap has been removed. 
9.5.1
General
This subclause describes the authentication-related services provided by UDM. A complete list of UDM services are defined in TS 23.502 [xx].  

The following table illustrates the security related services that UDM provides.

Table 9.5.1-1: NF services provided by UDM

	NF service
	Service Operations
	Operation Semantics
	Example Consumer(s)

	UE Authentication
	Get
	Request/Response
	AUSF

	
	ResultConfirmation
	Request/Response
	AUSF


9.5.2
Nudm_UEAuthentication service
9.5.2.1
Nudm_UEAuthentication_Get service operation
Service operation name: Nudm_UEAuthentication_Get

Description: Requester NF gets the authentication data from UDM. For AKA based authentication, this operation can be also used to recover from synchronization failure situations. If SUCI is included, this service operation returns the SUPI. 
Inputs, Required: SUPI or SUCI, serving network name.
Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).
Outputs, Required: Authentication method, and corresponding authentication data for a certain UE
Outputs, Optional: SUPI if SUCI was used as input. 
9.5.3
Nudm_UEAuthentication_ResultConfirmation service
9.5.3.1
Nudm_UEAuthentication_ResultConfirmation_service operation
Service operation name: UEAuthentication_ResultConfirmation
Description: Requester NF informs UDM about the result and time of an authentication procedure with a UE. 
Inputs, Required: SUPI, timestamp of the authentication and the authentication type (e.g. EAP method or 5G-AKA).
Inputs, Optional: None. 
Outputs, Required: None. 
Outputs, Optional: None. 











**** End of Changes ****
