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1
Decision/action requested

We propose resolutions to the ENs in the security visibility section of the draft TS 33.501.
2
References

[1]
S3-180362 - draft TS 33.501 v0.7.0  
[2] 
S3-180085 - Authorization of serving network by the UE
[3]
S3-180086 - Visibility and configurability supporting serving network authorization
3
Rationale

The topic of authorization of the serving network by the UE was discussed at SA3#90(see [2], [3]), however, SA3 could not reach an agreement. 

In 5G registration/authentication procedures, the serving network identifier (known as serving network name or SN name) is bound to the KSEAF as part of the primary authentication (both at the home network and at the UE in the KSEAF derivation). This ensures that a malicious serving network (or an attacker with access to the authentication vectors) cannot provide a different serving network identifier to the UE compared to the one provided to the home network.  Otherwise, failure of the NAS SMC will result.
Also, it should be noted that the following requirement was already agreed for security visibility in clause 5.4.1 of [1]:

The serving network identifier shall be available for applications in the UE.

As per the above requirement, the UE provides the serving network identifier to the applications (e.g., via API). We believe this is sufficient for applications on the UE to use this information as appropriate for the targeted use case and no further specification is required in TS 33.501. This is because, 5G is designed to be used by various types of UEs with varying capabilities depending on the use case (e.g., device does not have the display or not intended to be used by human users). Therefore, it should be left to the UE implementation how the serving network information provided by the lower layer of the UE is used by the upper layers (e.g., OS or application) of the UE. 

Therefore, the following two editor’s notes in clauses 5.4.1 and 5.10, respectively, can be deleted.
Editor’s Note: It is ffs if a security feature as detailed in S3-180085 and S3-180086 needs to be specified.

Editor’s Note: Serving network authorization by the UE is ffs.

There is also the following Editor’s Note in 5.4.1:

Editor's Note: It is FFS how the application determines which bearer it is using for its data.
The application determines which bearer is used for its data by using the indication mechanisms provided by the lower layers of the UE (e.g., via invoking the API, as already required by the sentence above this EN in the TS). How this indication is provided will be specific to the UE implementation and therefore, this can also be deleted. SA3#90 also decided that the security policies are negotiated on a per PDU session granularity. It is also proposed that the corresponding security requirement is revised accordingly.
4
Detailed proposal

SAs kindly requested to agree to the following pCR.
************************** START OF pCR  ************************

5.4.1
Security visibility
Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application's concern, greater visibility of the operation of following security feature shall be provided:

-
AS confidentiality: (AS confidentiality, Confidentiality algorithm, bearer information)

-
AS integrity: (AS integrity, Integrity algorithm, bearer information)

-
NAS confidentiality: (NAS confidentiality, Confidentiality algorithm)

-
NAS integrity: (NAS integrity, Integrity algorithm)

The UE shall provide above security information to the applications in the UE (e.g. via APIs), on a per PDU session granularity. 

The serving network identifier shall be available for applications in the UE.


************************** NEXT CHANGE ************************

5.10
Authentication and Authorization

Editor’s Note: It is ffs whether the NOTEs on earlier generations should be kept.

The 5G system shall satisfy the following requirements. 

Editor’s Note: Requirements on emergency calls are ffs. 

Subscription authentication: The serving network shall authenticate the Subscription Permanent Identifier (SUPI) in the process of authentication and key agreement between UE and network.

NOTE: 
A similar requirement is already satisfied in 2G, 3G, and 4G. 

Serving network authentication: The UE shall authenticate the serving network identifier through implicit key authentication. 

NOTE: 
The meaning of ‘implicit key authentication’ here is that authentication is provided through the successful use of keys resulting from authentication and key agreement in subsequent procedures. 

NOTE: 
A similar requirement is already satisfied in 4G for 3GPP access networks. Clause 6 of the present document describes how it is achieved in 5G. The preceding requirement does not imply that the UE authenticates a particular entity, e.g an AMF, within a serving network. 

UE authorization: The serving network shall authorize the UE through the subscription profile obtained from the home network. UE authorization is based on the authenticated SUPI.

NOTE: 
This feature is already present in 2G, 3G, and 4G. 

Serving network authorization:

Serving network authorization by the home network: Assurance shall be provided to the UE that it is connected to a serving network that is authorized by the home network to provide services to the UE. This authorization is ‘implicit’ in the sense that it is implied by a successful authentication and key agreement run.

NOTE: 
This feature is already present in 3G and 4G. 


Access network authorization: Assurance shall be provided to the UE that it is connected to an access network that is authorized by the serving network to provide services to the UE. This authorization is ‘implicit’ in the sense that it is implied by a successful establishment of access network security. This access network authorization applies to all types of access networks. 

NOTE: A similar requirement is already satisfied in 4G for 3GPP-defined access networks.

************************** END CHANGES ************************

