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4.1.4.1
1
Decision/action requested

This pCR proposes to remove some ENs in Clause 6 that have already been addressed in the present specification or are irrelevant of the present specification
2
References

None
3
Rationale

This paper proposes to remove the following ENs in the heading of Clause 6.
1. (#2) It is agreed that non-activation of integrity protection (i.e., no MAC-I in PDCP layer) is handled by using LTE mechanism, ie using RRC reconfiguration as used for Relay Nodes (which supported UP integrity)

The activation/non-activation of UP IP is done using RRC Connection Reconfiguraiton but how to indicate it needs to be specified in RAN2 spec. Therefore, it is proposed to remove the EN.

2. (#4) It is agreed to have a single UP confidentiality algorithm.

(#5) It is agreed to have a single UP integrity protection algorithm (excluding discussion about no MAC-I) in phase 1, but not precluding per PDU in phase 2. 

The above two ENs are handled by algorithm selection via AS SMC in Clause 6.7.4. Therefore, it is proposed to remove the ENs.
3. (#6) For single connectivity, it is agreed to use AS SMC for negotiating UP confidentiality algorithm, similar to LTE, meaning that all PDU sessions will be protected using the same UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

(#7) For single connectivity, it is agreed to use AS SMC for negotiating UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

RAN2 is not considering any new signalling for NR dual connectivity, which means the same signalling is assumed for NR DC configuration. Therefore, it is assumed that NR dual connectivity is configured in the same manner as LTE dual connectivity and proposed to remove the EN.

4. (#8) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP integrity protection activation, meaning that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. (requirements for UP integrity need to adapted).

(#9) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP confidentiality activation, meaning that UP confidentiality is activated per DRB. This allows UP confidentiality to be activated for one DRB while not activated for another DRB. (requirements for UP confidentiality need to adapted).

UP integrity protection and confidentiality activations are specified in Clause 6.6. Therefore, it is proposed to remove the above two ENs.

5. (#10) It is agreed that same algorithms are used for RRC security and user plane security in phase 1. This does not preclude different algorithms in later phases.

As the algorithms selection is done using AS SMC, it is proosed to remove the above EN.
6. (#11) It is FFS where UP security policy resides. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup which assumes dynamic (utilizing PCF) and static configuration mechanism, statically configured in gNB.

UP security policy determination is specified in Clause 6.6.1. Therefore, it is proposed to remove the above EN.
7. (#12) It is FFs how UP security policy is communicated to gNB. Feedback from other working groups like SA2/RAN3 are needed. Current proposals are (a) SMF communicate UP security policy during PDU session setup, (b) if per-PDU session granularity CN shall indicate to RAN the identity of the PDU session, thus, it needs to communicate which flow belongs to which PDU session which is important as in 5G RAN does not have the concept of PDU session. 

SA2 and RAN3 are working on how to transmit the SMF’s UP security policy to gNB during the PDU session setup. Furthermore, RAN knows which flow belongs to which the PDU session as the N2 PDU Session Request includes the QFIs and the PDU session ID. Therefore, it is proposed to remove the above EN.
8. (#13) It is agreed that conflict between RAN and CN is handled by CN taking the final decision, i.e., the RAN shall not overrule the decision made by the CN on activating user plane AS security. 

By adding the following two gNB requirements, it is clear that CN takes the decision of user plane security activation or deactivation. Therefore, it is proposed to remove the above EN.

The gNB shall activate or deactivate ciphering of user data based on the security policy sent by the SMF.

The gNB shall activate or deactivate integrity protection of user data based on the security policy sent by the SMF.
4
Detailed proposal

It is proposed that SA3 accept the deletion of some ENs in Clause 6 of TS 33.501.

***
BEGIN OF FIRST CHANGE
***
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***
END OF FIRST CHANGES
***
***
START OF SECOND CHANGES
***

5.2.2.1
Requirements on support and usage of ciphering

The gNB shall support ciphering of user data between the UE and the gNB.
The gNB shall activate or deactivate ciphering of user data based on the security policy sent by the SMF.
The gNB shall support ciphering of RRC-signalling.

The gNB shall implement the following ciphering algorithms:

-
NEA0, 128-NEA1, 128-NEA2 as defined in subclause 5.6.1 of the present document.
The gNB may implement the following ciphering algorithm:

-
128-NEA3 as defined in subclause 5.6.1 of the present document.
Confidentiality protection of user data between the UE and the gNB is optional to use. 

Confidentiality protection of the RRC-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

***
END OF SECOND CHANGES
***
***
START OF THIRD CHANGES
***

5.2.3.1
Requirements on support and usage of integrity protection

The gNB shall support integrity protection and replay protection of user data between the UE and the gNB.
The gNB shall activate or deactivate integrity protection of user data based on the security policy sent by the SMF.
The gNB shall support integrity protection and replay protection of RRC-signalling.

The gNB shall support the following integrity protection algorithms:

-
NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The gNB may support the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.
Integrity protection of the user data between the UE and the gNB is optional to use, and shall not use NIA0.
NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB. NIA0 will add an unnecessary overhead of 32-bits MAC with no security benefits.
Integrity protection of the RRC-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.

Editor's note: Whether using NIA0 for DRB integrity protection in 5GS continues to introduce an over-the-air overhead of 32-bits MAC of zeros depends on RAN2 decision and feedback.
NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
***
END OF THIRD CHANGES
***
�This shall be captured in RAN2 spec.


�RAN2 does not discuss any new procedure for DC, so it’s based on RRC Reconfig. as in LTE DC.


�This should go since it’s agreed per-PDU session UP IP activation. Clause 6.6


�Same as above. Clause 6.6


�Remove this based on AS SMC algorithm activation


�Let others handle this.


�SA2 and RAN3 are working on this. RAN knows PDU session.


�Not needed.


�Removed as all of the ENs below are addressed.


�This shall be captured in RAN2 spec.





