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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

TS 33.501 v.070
3
Rationale

Resubmission and merging with comments from NEC
4
Detailed proposal
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BEGIN of CHANGE
***.













6.12.1
Subscription concealed identifier (SUCI)
The SUbscription Concealed Identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. SUPI is the globally unique 5G subscription permanent identifier in the 5G system as defined in 3GPP TS 23.501. 

The UE shall generate a SUCI using a protection scheme (see Annex C) with the raw public key that was securely provisioned in control of the home network. 

The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme. The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output. 

NOTE: The scheme-output depends on the protection schemes.
 

The UE shall not conceal the home network identifier, e.g., Mobile Country Code (MCC) or Mobile Network Code (MNC).

The UE shall construct the fresh SUCI consisting of the home network identifier, the identifier of the home network public key, the SUPI protection scheme identifier, and the scheme-output.

Editor's note: Further parameters are FFS. 
NOTE: The format of the SUPI protection scheme identifiers are defined in Annex C.X.



Editor's Note: The freshness and randomness of the SUCI, that has been generated with other schemes than the null-scheme, are FFS. It may be that each of the schemes will take care of this issue, and no standard solution would be needed.

The 
UE shall include a SUCI only in the following 5G NAS messages:

-
If the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message. 

Editor's Note: It is FFS if the UE is allowed to send the SUCI in the Identifier Response message in response to an Identifier Request message from the network. 

The UE shall generate a SUCI using "null-scheme" only in the following cases:

-
If the UE is making an unauthenticated emergency session and it does not have a 5G-GUTI to the chosen PLMN. 

-
If the home network has configured "null-scheme" as public key scheme.

- 
If the home network has not provisioned the public key needed to generate a SUCI. 

Editor's Note: Privacy provisioning is FFS. 

Editor's Note: The emergency services are FFS.

Editor’s Note: A visited network may force the UE to change its behaviour. It is ffs whether authorization proof from the home network can improve this situation, e.g., to avoid deny of service by a fake visited network. 

Note to Rapporteur: numbering of subsequent clauses to be checked
***
END of CHANGE
***.
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