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1
Decision/action requested

It is requested to discuss and approve the proposed changes 
2
Rationale

A summary of changes to Clause 6.6.1, proposed in this contribution, are:

(1) 3GPP SA2 specifies how the SMF allocates the session-based security policy during the PDU session establishment procedure in SA2's specification in TS 23.502. In order, to avoid that the description evolves into two different solutions in two different specifications (SA2's TS 23.502 and SA3's TS 33.501) it is proposed to only refer to SA2 specification TS 23.502 and remove the text in TS 33.501. Otherwise, implementations will be prone to errors.

(2) One of the fundamental principles for 5G security is not to come loose in comparision to 4G security. With userplane confidentiality being included in UP security policy, there is a risk that IP addresses and MAC addresses are revealed over-the-air which would be devastating to the end-user's privacy. Therefore, it is proposed that it is mandatory to "activate" user plane confidentiality for PDU sessions of type IPv4, IPv6, and Ethernet..Mind the difference between "activation" and "encryption". Here, it is about "activation" which could be using any of the selected ciphering algorithm, including null-ciphering, similar to LTE. Further, it is more error prone to have both null-ciphering and optional confidentiality activation to achieve the same thing. Recall that in case of integrity protection, null-integrity is not activated for DRBs.

(3) SA3 and RAN2 had liaised and agreed to introduce the UE's capability of upper bound of the aggregated data rate. This aggregated data rate is for userplane integrity protected data in either UL or DL DRBs. Therefore, it is proposed that the said agreegated data rate is used when deciding the activation of userplane integrity protection. 

(4) SA3 has also agreed that during a conflict between RAN and CN, it shall be the CN who has the final say (ref #13 in a jumbo-EN under Clause 6. Therefore, it is propsed that the agreement is implemented as normative text.

3
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
*** BEGIN CHANGES ***
6.6.1
UP security policy

The SMF shall provide UP security policy for a PDU session to the gNB at the PDU session establishment procedure as specified in TS 23.502 [8]. 






The sent UP security policy shall indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. The sent UP security policy shall activate UP confidentiality for DRBs belonging to a PDU session of type IPv4, IPv6, and Ethernet. The sent UP security policy shall activate UP integrity protection according to the UE's capability of upper bound of the aggregated data rate for userplane integrity protected data in either UL or DL DRBs.
The gNB shall activate UP confidentiality and/or UP integrity protection per DRB, according to the received UP security policy, using RRC signalling as defined in Clause 6.6.2. The gNB shall not overrule the UP security policy provided by the SMF. If the gNB cannot activate UP confidentiality and/or UP integrity protection according to the received UP security policy, the gNB shall reject establishment of UP resources for the PDU Session and indicate reject-cause to the SMF.
**** End of Changes ****
�This is only applicable for RAN and CN, not the UE. So it is proposed to keep the title generic.






