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1	Decision/action requested
Endorse the recoomendations
2	References
 [1]	RAN2 LS R2-1801649/S3-180560
[2] 
 
3	Rationale
3.1 Discussion on Incoming LS:  
 “1. Overall Description:
In RAN2#Ad Hoc1801 meeting, RAN2 agreed that the value range of DRB ID in TS 38.331 for NR is from 1 to 32 which are the same as TS 36.331 for LTE.  

However, RAN2 is aware that in TS 33.401, there is one requirement for key refresh as follows:
· Key refresh shall be possible for KeNB, KRRC-enc, KRRC-int, KUP-int, and KUP-enc and shall be initiated by the eNB when a PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KeNB. 

And in TS 36.331, it was also mentioned that:
· The eNB is responsible for avoiding reuse of the COUNT with the same RB identity (i.e. Radio Bearer identity) and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs.

However, RAN2 assumed that in NR there should be no problem when using DRB ID value 1, 2 and 3 (i.e. the possibility to use Radio Bearer identity 1, 2 and 3 for SRBs and/or DRBs), because the integrity protection and ciphering keys for SRBs and DRBs are different. 

RAN2 would like to ask SA3 to confirm whether RAN2 assumption is correct or not. “

3.2  Cluase 33.501 A.8: 
[bookmark: _Toc500341499][bookmark: _Toc501107260][bookmark: _Toc501370142][bookmark: _Toc505326531]“A.8	Algorithm key derivation functions
When deriving keys for NAS integrity and NAS encryption algorithms from KAMF in the AMF and UE or ciphering and integrity keys from KgNB in the gNB and UE, the following parameters shall be used to form the string S.
-	FC = 0x69
-	P0 = algorithm type distinguisher
-	L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)
-	P1 = algorithm identity
-	L1 = length of algorithm identity (i.e. 0x00 0x01)
The algorithm type distinguisher shall be N-NAS-enc-alg for NAS encryption algorithms and N-NAS-int-alg for NAS integrity protection algorithms. The algorithm type distinguisher shall be N-RRC-enc-alg for RRC encryption algorithms, N-RRC-int-alg for RRC integrity protection algorithms, N-UP-enc-alg for UP encryption algorithms and N-UP-int-alg for UP integrity protection algorithms (see table A.8-1).  The values 0x00 and 0x07 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.
Table A.8-1: Algorithm type distinguishers
	Algorithm distinguisher
	Value

	N-NAS-enc-alg
	0x01

	N-NAS-int-alg
	0x02

	N-RRC-enc-alg
	0x03

	N-RRC-int-alg
	0x04

	N-UP-enc-alg
	0x05

	N-UP-int-alg
	0x06



The algorithm identity (as specified in clause 5) shall be put in the four least significant bits of the octet. The two least significant bits of the four most significant bits are reserved for future use, and the two most significant bits of the most significant nibble are reserved for private use. The entire four most significant bits shall be set to all zeros. 
For the derivation of integrity and ciphering keys used between the UE and gNB, the input key shall be the 256-bit KgNB. For the derivation of integrity and ciphering keys used between the UE and AMF, the input key shall be the 256-bit KAMF.
For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.“
3.3 Observations:
1. It was agreed that for  gNB AS security there is no need to have separate algorithms for RRC and UP, hence for CP and CP only one algorithm chosen. 
2. But the ‘Algorithm distinguisher’ for the particular key is different, so in the running key stream, the key would be differentiated by the Algorithm distinguisher, DRB id, COUNT.
3. So even if “DRB ID value 1, 2 and 3 (i.e. the possibility to use Radio Bearer identity 1, 2 and 3 for SRBs and/or DRBs)” are reused for SRB abd DRB, it doesn’t create key stream repetition.

4	Detailed proposal
Propose to send a reply LS to RAN2 that SA3 confirms the RAN2 assumption that it is possible to use Radio Bearer identity 1, 2 and 3 for SRBs and/or DRBs and it will not cause key stream repetition.
