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4.1.6.1 Multiple registrations
1
Decision/action requested

It is proposed to that SA3 approves the modifications.
2
References
[1]
3GPP TS 33.401: 3GPP System Architecture Evolution (SAE); Security architecture
[2]
3GPP TS 33.501v70: Security Architecture and Procedures for 5G System
3
Rationale
This contribution adds further details in the scenario when UE has multiple registrations in different PLMNs. In subclauses 6.4 of TS 33.401, both the ME and MME shall be capable of storing one non-current EPS security context and one current EPS security context in volatile memory.  Based on the above cited clause, the UE can only store one current security context and one non-current security context simultaneously. But in the scenario when UE has multiple registrations in different PLMNs specified in subclaues 6.3.4.1 of TS 33.501, there should be two different 5G security contexts stored in the UE, and both are current native security contexts. In addition, each 5G security context shall have a unique ngKSI associated with it. While in this section, the state of the 5G security context and the KSI setting are not clear. In order to clarify the difference with the legacy UE, it is necessary to add some context to make it clearer.
4
Detailed proposal
It is proposed to approve this pCR to TS 33.501 [1]. 
***************************Start of changes *************************************
6.3.4.1
Multiple registrations in different PLMNs

The UE shall independently maintain and use two different 5G security contexts, one per PLMN’s serving network. . Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN.
The ME shall store the two different 5G security contexts on the USIM if the USIM supports the 5G parameters storage. If the USIM does not support the 5G parameters storage, then the ME shall store the two different 5G security contexts in the ME non-volatile memory. Both of the two different 5G security contexts are current native 5G security context.
The ME shall also store two different native ngKSIs received from the network are associated with the native 5G security contexts, one is for 3GPP access, and the other is for non-3GPP access.
Editor’s Note: It is FFS to define the event(s) that triggers the storage of the key in the ME or in the USIM. Also, the appropriate clause needs to be considered.

Editor’s note: It is FFS if Eeach security context shall only be established separately via a successful primary authentication procedure with the target PLMN’s serving network, or if the home network key KAUSF could also be used. Clause 6.6.2.1 needs to be updated accordingly.
***************************end of changes *************************************

