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1
Decision/action requested

This paper proposes an efficient method for N2 handover procedure.
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6.9.2.1.2
Non access stratum



NAS aspects that need to be considered are possible KAMF change and possible NAS algorithm change at AMF change that could occur at a handover, idle mobility, and multiple registrations. There is the possibility that the source AMF and the target AMF do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target AMF re-derives the NAS keys from the existing KAMF (if unchanged) or derives the NAS keys from the new KAMF (if changed) using the NAS algorithm identities and NAS algorithm types as input to the NAS key derivation functions (see Normative Annex A.8). When the KAMF has not changed, all inputs, in particular the KAMF, will be the same in the re-derivation except for the NAS algorithm identity. When the KAMF has changed, new NAS keys are derived irrespective of change in NAS algorithms.

Except of handover, in case KAMF is changed or the target AMF decides to use NAS algorithms different from the ones used by the source AMF, a NAS SMC including ngKSI (new or current value depending on whether primary authentication was run or not) shall be sent from the AMF to the UE.


In case of handover with AMF relocation, if KAMF is changed, the target AMF shall include a derivation parameter in a Network to UE Transparent Container. The derivation parameter is used to derive new KAMF as described in Normative Annex A.13. If target AMF decides to change NAS algorithms, the target AMF shall include chosen NAS algorithms different from the ones used by the source AMF in the Network to UE Transparent Container. The target AMF shall include the Network to UE Transparent Container and a new KgNB derived from the new KAMF in the handover request sent to the target gNB. The target gNB shall use the new KgNB to derive AS keys and include the Network to UE Transparent Container in the Target to Source Transparent Container that will be delivered to the source gNB. The source gNB shall send handover command including the Network to UE Transparent Container to the UE. 
When Network to UE Transparent Container is received, the UE shall not expect NAS SMC after handover. If derivation parameter is included in the Network to UE Transparent Container, the UE shall use the derivation parameter to derive new KAMF. If NAS algorithms are included in the Network to UE Transparent Container, the UE shall derive new NAS keys based on the NAS algorithms, otherwise, the UE shall derive new NAS keys based on old ones.
NOTE:
It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have Xn or N2 handovers for a particular gNB according to the security characteristics of a particular gNB.
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