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1	Decision/action requested
To accept pCR to solve Editor’s Note in section 9.1.3.4
2	References
[1]	3GPP TS 33.501 Security Architecture and Procedures for 5G System (Release 15)
[2]	3GPP TS 23.501 System Architecture for the 5G System; Stage 2 (Release 15)
[3]	IETF draft-ietf-tls-tls13-23 The Transport Layer Security (TLS) Protocol Version 1.3 https://datatracker.ietf.org/doc/draft-ietf-tls-tls13/

3	Rationale
In TS 33.501[1] section 9.1.3.4, it specifies authentication and authorization for service based architecture.
In section 9.1.3.4.2, an editor’s note is : It is FFS how to perform authentication in case a non-transparent proxy is in between the NF and NRF. In such case the NRF will only see the client-certificate of the non-transparent proxy and not the actual NF.
Non-transparent proxy means that NF will communicate with NRF in other PLMN so a non-transparent proxy is needed to hide some information.
However, in TS 23.502[2] section 4.2.4 roaming reference architecture, figure 4.2.4-7 shows that in roaming case, NF will get information about peer NF only through its local NRF. It means that NF doesn’t need to be communicate with NRF in other PLMN domain. 
So it does not need to consider the use case that a non-transparent proxy is used between NF and NRF.
As a result, this editor’s note can be removed.

In section 9.1.3.4.4, it describes NF service registration process. However, for NF service registration, NF will perform mutual authentication and authorization with NRF. And it has been defined in section 9.1.3.4.2. So the editor’s notes in this section could be replaced with an indication that security process is defined in section 9.1.3.4.2.

4	Detailed proposal
============================BEGIN OF 1ST CHANGE===========================
[bookmark: _Toc496020534][bookmark: _Toc496020991][bookmark: _Toc496867179][bookmark: _Toc500341407][bookmark: _Toc501107222][bookmark: _Toc501370104][bookmark: _Toc505674517][bookmark: _Toc500341394][bookmark: _Toc500507616]9.1.3.4	Authorization and authentication aspects
[bookmark: _Toc496020535][bookmark: _Toc496020992][bookmark: _Toc496867180][bookmark: _Toc500341408][bookmark: _Toc501107223][bookmark: _Toc501370105][bookmark: _Toc505674518]9.1.3.4.1	General
Editor's Note: this subclause is to cover how an HTTP-based service request can be authorized. 
[bookmark: _Toc496020536][bookmark: _Toc496020993][bookmark: _Toc496867181][bookmark: _Toc500341409][bookmark: _Toc501107224][bookmark: _Toc501370106][bookmark: _Toc505674519]9.1.3.4.2	Authorization and authentication between network functions and the NRF
NRF and NF shall authenticate each other during discovery and registration. If the PLMN uses protection at the transport layer, the protection at the transport layer shall be used for mutual authentication of the NRF and NF.
Procedures for transport layer protection of service base interfaces are specified in clause 9.1.3.2 of the present specification.
If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS or physical security.
After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.
Editor’s Note: It is FFS how to perform authentication in case a non-transparent proxy is in between the NF and NRF. In such case the NRF will only see the client-certificate of the non-transparent proxy and not the actual NF.
For non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s). As described in clause 4.17.4 of TS23.502 [8].
For roaming scenario, the NRF of the NF Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.
[bookmark: _Toc496020537][bookmark: _Toc496020994][bookmark: _Toc496867182][bookmark: _Toc500341410][bookmark: _Toc501107225][bookmark: _Toc501370107][bookmark: _Toc505674520]9.1.3.4.3	Authorization of NF service access
Editor’s Note: This content addresses the authorization of NF service access.
[bookmark: _Toc505674521]9.1.3.4.4	NF service registration process
Editor’s Note: This content addresses the security of NF service registration.
Editor’s Note: NF Service Registration authentication shall be based on public key/certificates, however specific solution is FFS.
In NF service registration process, mutual authentication and authrozation between NF and NRF shall be performed. It is described in subclause 9.1.3.4.2 of the present document.
============================END OF 1ST CHANGE===========================

