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1
Decision/action requested

SA3 is kindly requested to: Endorse the proposals in section 4 and address the companion contributions S3-180659
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TS 33.501 v0.70, Security Architecture and Procedures for 5G System
[2]
3GPP TS 33.401 v15.2.0 Security Architecture and Procedures for EPS
[3]
3GPP TR 38.806 v0.2.0 “Study on separation of CP and UP for split option 2 of NR”
[4]
R3-180630 Incoming LS from RAN3 “LS on security for CU-CP/UP separation”
3
Rationale

In their LS to SA3 [4], RAN3 informs SA3 that they have made certain assumprioions on the security solution regarding the Split of the CU-CP and CU-UP. These assumeptions as in RAN3 LS are as follows:

1. The CP/UP separation should not impact the NAS security solutions.

2. The CU-CP selects which security algorithms should be used by the CU-UP.
3. Strong preference was expressed, by the majority of companies, for a solution where the CU-CP is responsible for all security signalling towards UE and CN and for key derivation. The CU-CP should provide the user plane security keys (i.e., Kupenc, Kupint) to the CU-UP during DRB setup and during key refresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains. 
4. The CU-CP should be able to trigger Counter Check and trigger action to prevent PDCP COUNT wrap around. It is still FFS how those actions should be triggered. 
From SA3 and security prospective, it seems that assumptions 1, 2, and 4 are straight forward and can be addressed by the protocol details specified by RAN3.

However, assumption No. 3 indicates that the UE UP traffic can be anchored at different CU-UP entities where these CU-UP entities under the control of the CU-CP of the same gNB. In addition and according to TR38.806 [2], it is quite possible that multiple CU-UP entities be under the control of the same CU-CP of the same gNB while these CU-UP entities are located in different physical locations with different security risks. In other words, the same gNB-CU-CP could be in control of multiple gNB-CU-UP entities in different security domains.

In this case, as per the assumption listed in RAN3 LS, it is extremely important for the UP keys used to protecte the UE UP traffic at one gNB-CU-UP resource to be different from the UP keys at the other gNB-CU-UP resource.

The above conclusion seems in line with RAN3 assumption. However, this paper investigate the different options to generate a differemnt UP security keys per-UE per gNB-CU-UP resource.
Background:

In 4G specification [2], the eNB and the UE always generate a UP integrity protection and encryption keys that are per-UE and per-eNB. This means that the UE uses the same UP integrity protection key for all the UE UP traffics. Similaryly the UP encryption key. The current 5G security specification [1] has the input to the KDF function which is used for generating the Kupint and Kupenc keys as FFS. Thus it is about time for SA3 to define the input for the KDF function used for UP keys derivation while the gNB-CU-UP and gNB-CU-UP split in mind.
Apparently, there are multiple ways that could be used to ensure that the UP integrity and encryption keys used to protect the UE UP traffic that is anchored at gNB-CU-UP resource1 is different than the UP keys that are used to porotect the UE traffic that is anchored at gNB-CU-UP resource 2. However, let us agree that this keying material needs to have the followings:

1. Let us call this UP keying material or number, UP Keying Material or Number (UPKM), for example.

2. UPKM is communicated to the UE securely using RRC signalling with integrity protection enabled during DRB configuration.

3. UPKM is be per-UE and per-gNB-CU-UP resource.
4. The mechanism shall be compatible with EDCE5 (ENDC).

5. The mechanism need to work during all scenarios of handover where UP traffic is active.

6. The mechanism need to address the different deployment options in the operator network. For example, what happens when the UE handover from a gNB which supports multiple gNB-CU-UP to a gNB which supports only one gNB-CU-UP resource.

7. From performance prospective, the number of possible UP keys shall be limited in order not to impact the UE/gNB performance.

Option 1: Using DRB ID
The utilization of the DRB ID is an option which could satisfy the requirement. However, using DRB ID has the following disadvantages:
Disadvantages:

1. The same UE will end up with multiple UP keys for traffic that is anchored at one gNB-CU-UP resource. That is not needed to address the gNB-CU-CP & UP split. This per-DRB granularity is too fine and not probably needed.

2. The number of UP keys per UE will be very large and that may impact the UE performance.

3. If utilizing the DRB ID is used, then there shall be another way to inform the UE whether to derive a new key or use which key? This complicates the logic, signaling and the process within the gNB and the UE.

4. In addition, the DRB ID is already used in both integrity protection and encryption to generate different streams.

Option 2: Using PDU session ID

The utilization of the PDU ID is an option that is less severe than the DRB ID. However, using PDU session ID still has the following disadvantages:

Disadvantages:

1. Since there is no concept of PDU session ID in 4G Core, this option does not meet the EDCE5 requirement. In other words, will not work when 4G core is used.

2. The same UE will end up with multiple UP keys per the gNB-CU-UP and that is not needed to address the gNB-CU-CP & UP split.

3. The number of UP keys per UE is less than option 1 but still large enough to possibly impact the UE performance.

4. If utilizing the PDU session ID is used and at the same time gNB needs to assign the same key for multiple PDU sessions anchored at the same gNB-CU-UP entities, then there shall be another way to inform the UE whether to derive a new key or use which key for each PDU session? In addition, this needs to be communicated at the DRB level. This complicates the logic, signaling and the process within the gNB and the UE.

Option 3: Using a Number controlled by gNB-CU-CP 
Since the gNB-CU-CP is in control of all the gNB-CU-UP entities and aware of which UE PDU session is anchored at which gNB-CU-UP resource, then the gNB-CU-CP could track a number that maps to the UE and all of the UE traffic that is anchored at each gNB-CU-UP resource. The gNB-CU-CP use the specific number in addition to KgNB and other parameters to derive the Kupint and Kupenc and then deliver these keys to the gNB-CU-UP resource. The UE does the same thing as gNB-CU-CP.
Advantages:

1. It is a flexible solution which allows the gNB-CU-CP to have full control and limit the mechanism to have one key per-UE per-gNB-CU-UP resource in a very simple and straight forward mechanism.

2. It is not tightly coupled with a physical connection ID and thus the presence of the “number” in the RRC signalling for DRB configuraton immediately indicates to the UE whether to generate a new key or to continue using the same key that has been derived for other DRBs.

3. It meets all the requirements listed above and in specific it can support EDCE5 option.
Conclusion:
Option 1: It provides granularity that is very fine and cause possible performance isse on UE and gNB. In addition, it requires a complex logic, signalling, and processes to indicate to the UE when a new UP key is not needed.

Option 2: It can not support EDCE5 option and thus it is ruled out.

Option 3: It is very flexible and provide full control to gNB-CU-CP to assign the same UP keys per-UE per-gNB-CU-UP resource in a very simple signlaing mechanism. It satisfies all options including supporting EDCE5 option.

4
Detailed proposal
SA3 is requested to endorse the following conclusion:
Conclusion No. 1:

In order to achieve UP security keys separation for the gNB-CU-CP and gNB-CU-UP separation architecture, the gNB shall use a UP Keying Material Number (UPKM) per-UE and per-gNB-CU-UP resource to control UP keys separation and provide this number to the UE using RRC signalling for DRB configuration. 

Conclusion No. 2:

UP keying Material Number (UPKM) shall be used by the UE and the gNB as an additional input to the KDF used for deriving the Kupint and Kupenbc keys. 
Conclusion No. 2:

Adopt contribution S3-180659 as a solution and inform RAN3 with SA3 conclusions.
