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1
Decision/action requested

SA3 is kindly requested to accept the proposed pCR changes in section 4 into TS33.501.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

 [1] 

3GPP TS 33.501 v0.7.0 Security Architecture and Procedures for 5G System.
3
Rationale

During intra-gNB-CU handover as per clause 6.9.4.3.1, it is mandated on the gNB to indicate to the UE the following:

· Whether the UE needs to retain the current KgNB and continue use it after the intra gNB-CU handover or to derive a new KgNB*

Since the gNB logic needs to make a decision between two choices, there must be a policy that allow the gNB to indicate to the UE to retain the key (for certain conditions) or not to retain the key for other conditions. Thus, this contribution propose that gNB shall use the retain-key policy to decide whether to indicate to the UE to retain the current KgNB or derive a new one.

4
Detailed proposal

*************** Start of Change 1 ****************
6.9.4.3.1
Intra-gNB-CU handover

During intra-gNB-CU handover, At an intra-gNB-CU handover, the gNB shall use its local policy to make a decision to indicate to the UE whether to change or retain the current KgNB in the HO Command message. 
NOTE:
gNB local policy for retaining key during intra-gNB-CU handover could incorporate user subscription criteria.
If the current KgNB is to be changed,  the gNB and the UE shall derive a KgNB* as in Annex <TBD> using target PCI, its frequency ARFCN-DL, and either NH or the current KgNB depending on the following criteria: the gNB shall use the NH for deriving KgNB* if an unused {NH, NCC} pair is available in the gNB (this is referred to as a vertical key derivation), otherwise if no unused {NH, NCC} pair is available in the gNB, the gNB shall derive KgNB* from the current KgNB (this is referred to as a horizontal key derivation). The gNB shall send the NCC used for the KgNB* derivation to UE in HO Command message. The gNB and the UE shall use the KgNB* as the KgNB, after handover.

If the current KgNB is to be retained, the gNB and the UE shall continue using the current KgNB, after handover.

*************** End of Change 1****************
