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1
Decision/action requested

Deployment options and therefor requirements for the gNB F1 interfaces are still unclear at the deadline for 5G phase I.  It is proposed to include, in TS33.501, a set of assumptions that if met, will minimise the risk to operators and users of the 5G system. It is proposed to leave it up to operators to decide which if any of these assumptions will be met when they select specific deployment options. E.g. the exact distribution of CU and DU nodes and outsourcing the responsibility for O&M of these nodes etc.

Security requirements and features for when these assumptions do not apply, will be defined in a future release,    
3GPP SA3 is asked to approve this proposed change to TS33.501 clause 5.2.9
2
References
[1]
3GPP TS 33.501 V0.7.0 (2018-01)
 

3
Rationale

Deployment options and therefor requirements for the gNB F1 interfaces are still unclear at the deadline for 5G phase I.  It is proposed to include, in TS33.501, a set of assumptions that if met, will minimise the risk to operators and users of the 5G system. It is proposed to leave it up to operators to decide which if any of these assumptions will be met when they select specific deployment options. E.g. the exact distribution of CU and DU nodes and outsourcing the responsibility for O&M of these nodes etc.

Security requirements and features for when these assumptions do not apply, will be defined in a future release.

4
Detailed proposal

***** Start of Changes *****

.2.9
Requirements for the gNB F1 interfaces

Editor’s Note: TS 38.470 for the F1 interface, TS 38.472 for the F1-C interface, TS 38.474 for F1-U are still evolving, detailed requirements if any are FFS.

Requirements given below apply to gNBs with split DU-CU implementations using F1 interface defined in TS 38.470[x]. Signalling traffic (i.e. both F1-C interface management traffic defined in TS 38.470[x] and F1-C signalling bearer defined in TS 38.472[xx] and user plane data may be sent on the F1 interface between a given DU and its CU.

1.
 gNB shall support confidentiality, integrity and replay protection for F1-C signalling bearer [32].

2.
All management traffic on F1-C interface defined in TS 38.470 [31] shall be integrity, confidentiality and replay protected.
3.
The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane.

It is assumed in this release of this specification, that: 
1) Confidentiality, integrity and replay protection is enabled for all Control Plane protocols that are carried over F1 for gNBs with split DU-CU implementations   
2) Confidentiality, integrity and replay protection is enabled for all User Plane protocols that are carried over F1 for gNBs with split DU-CU implementations    
3) Confidentiality, integrity and replay protection is enabled for all O&M  protocols that are carried over F1 for gNBs with split DU-CU implementations     

4) If the split DU-CU implementation is trusted i.e. 
a. Physically protected 
b. Controlled logical  access by security vetted staff
c. No  “defence in depth” segregation required
Then the use of protection based cryptographic mechanisms are not needed
Security requirements and features for when these assumptions do not apply, will be defined in a future release   
***** End of Changes *****

