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1	Decision/action requested
Endorse the recoomendations
2	References
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3	Rationale
In RAN3 38.806 defines an open interface between CU-CP and CU-UP. CU-CP terminates F1-C and CU-UP terminates F1-U interfaces.
1. CP UP separation architecture.


Figure 5.3-1: Overall RAN architecture with CU-CP and CU-UP separation
3.1. “E1 Interface General Principles
The general principles for the specification of the F1 interface are as follows:
-	the E1 interface is open;
-	the E1 interface supports the exchange of signalling information between the endpoints;
-	from a logical standpoint, the E1 is a point-to-point interface between a CU-CP and a CU-UP. 
NOTE 1:	A point-to-point logical interface should be feasible even in the absence of a physical direct connection between the endpoints.
-	the E1 interface separates Radio Network Layer and Transport Network Layer;
-	the E1 interface enables exchange of UE associated information and non-UE associated information;
-	the E1 interface is future proof to fulfil different new requirements, support of new services and new functions.
NOTE 2:	The E1 interface is a control interface and is not used for user data forwarding.  “
[bookmark: _Hlk505612683]3.2 E1 Functions and procedures: 
E1 Setup, E1 Reset, E1 Error indication.
DRB setup, DRB modification, DRB release, DL Data notification.”
Discussion: E1 interface is SCTP based, which runs top of IP. So the end point addresses are mapped to IP addresses between CU-CP and CU-UP. Within the CP and UP entities, the UE may be identified by the CRNTI, but the particular PDCP instance most probably is identified by IPaddress. Packet Errors from the UE or Measurement data etc may get transferred across these entities. If the VMs are running on a commercial Virtual Platform, it is better to protect the E1 interface with IPSec between them.
[bookmark: _Hlk505610429]Security requirements for E1 interface: E1 interface needs to be protected with IPSec.
3.3 Discussion on Incoming LS:  
 “ RAN3 started the work on the E1 interface for supporting the split of the gNB-CU into a control plane and user plane part (i.e., CU-CP and CU-UP, WI on Separation of CP and UP for Split Option 2, RP-172831). The CU-CP terminates RRC and PDCP for SRBs as well as Xn-C/X2-C and NG-C interfaces, while the CU-UP terminates PDCP for DRBs and NG-U. Different scenarios for the deployment of the CU-CP and CU-UP are possible, as described in TR 38.806.
The security solution for this split has been discussed and the following assumptions have been made in RAN3:
1. The CP/UP separation should not impact the NAS security solutions.
Observation1: If gNB CP and UP are separated at the CU, that should not affect the NAS security. NAS messages between the UE and the AMF would be routed via the CP unit. If in future ‘data over NAS packets’ ( CP-NBIoT packets)  are also routed via the CU-CP, that should not be impacted. So above assumption can stay and doesn’t break any security.
2. The CU-CP selects which security algorithms should be used by the CU-UP.
Observation2: The CU- CP corresponds to the RRC layer which selects the security algorithm, and sets up the PDCP entities for the data bearers as well as RRC PDCP. This assumption also in accordance with security principles.
3. Strong preference was expressed, by the majority of companies, for a solution where the CU-CP is responsible for all security signalling towards UE and CN and for key derivation. The CU-CP should provide the user plane security keys (i.e., Kupenc, Kupint) to the CU-UP during DRB setup and during key refresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains. 
Observation3: CU-CP responsible for all security signalling towards UE and CN and key derivation looks to be quite logical descision. The security domains should correspond to different gNBs. Viewed from the UE, these should correspond to different gNBs with a distinct PCI, irrespective of the CU implementation in a cloud. For the UE to have a key sepraration, the distinction in parameters, PCI, EARFCN etc need to be maintained corresponding to a DU of the particular cell.
4. The CU-CP should be able to trigger Counter Check and trigger action to prevent PDCP COUNT wrap around. It is still FFS how those actions should be triggered. 
Observation4: Counter Check procedure is an RRC message initiated by the CU-CP. But there may be a need for the CU-UP to inform the CU-CP if any one of the COUNTERs are nearing wraparound. This may be an internal messaging detail between the CU-CP and CU-UP. Such a message need not impact the security design nor impact the signalling with the UE.
The logic behind the assumptions above is that it is highly desirable to avoid impacts to the UE from the CP/UP separation. If there is a need to change CU-UP node, then the CU-CP node could always trigger a KgNB refresh towards the UE. “
Observation5: Assuming the need for changing the CU-UP node, is caused by mobility, associated with a DU change or a Cell change, this will be reflected as handover, between the UE and gNB. This would result in key computation automatically. If the UP node need to be changed for OAM reasons in the cloud, it may be easier to manage along with a key refresh procedure.


4	Detailed proposal
Capture Requirements for E1 interface security as a new clause to TS 33.501.
**************** Start New Clause *******************************************
[bookmark: _Toc483244701][bookmark: _Toc483315440][bookmark: _Toc483409310][bookmark: _Toc490577338][bookmark: _Toc496020422][bookmark: _Toc496020879][bookmark: _Toc496867067][bookmark: _Toc500341289][bookmark: _Toc501107059][bookmark: _Toc501369941][bookmark: _Toc505326312]5.2.X	Requirements for the gNB E1 interfaces
Editor’s Note: TR 38.806 for the E1 interface, are still evolving, detailed requirements if any are FFS.
Requirements given below apply to gNBs with split DU-CU implementions, particularly with an open interface between CU-CP and CU-UP using the E1 interface defined in TS 38.460[x].
[bookmark: _GoBack]1.	 The E1 interface between CU-CP and CU-UP shall be protected using IPsec.

******************** End New Clause ****************************************
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