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1
Decision/action requested

Add the text to sections 13 of the skeleton study item on 256 bit keys （TR 33.841）
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3
Rationale
This document proposes some initial text, identifying several considerations when introducing 256 bit keys. 

For section 13:

- We identified several aspects that should be considered and analysed ZUC based encryption and integrity algorithm in 5G.

4
Detailed proposal
*************** Start of Change 1 ****************
13
Study of encryption and integrity algorithm details

Editor's Note: This section will study the details of encryption and integrity algorithms. For example, accommodating 256-bit session/intermediate keys in 5G, may, in some cases, simply entail using larger-key versions of current algorithms, while in other cases new algorithms may need to be chosen altogether.  
13.a Overview

Editor’s Note: This subsection should contain the requirements of the algorithms.

The major factors that should be inspected as: 

- Secure capability: whether the algorithm can offer a real 256-bit entropy without secure threats.

- Input parameter: Algorithms should accommodate all the input parameter in an appropriate way, as a 256-bit KEY, MESSAGE, BEARER, COUNT and DIRECTION. The specific size of the parameters depends on the R-16 TS. However, it is likely that the size of the parameters equals to or larger than present TS.

- Implementation: Algorithms should not consume too much hardware resources and energy. Encryption and integrity protection should not bring sensible latency especially in URLLC.
13.d ZUC based algorithms

ZUC has been deployed in LTE, and we have not seen evidence of the security threats. ZUC-256 stream cipher is a successor of ZUC (ZUC-128) stream cipher. It can offer the 256-bit security for the upcoming applications. For the authentication, various tags sizes are supported [2].

The input of ZUC-256 is capable to meet the 2^32 Byte [3] requirement. The initial vector (IV) is 184 bits for possible parameters’ length increase, i.e., BEARER, COUNT, DIRECTION. 

Editor’s Note: The security features of ZUC-256 should be evaluated by ETSI SAGE. As soon as a conclusion that 256-bit algorithms would be adopted is drawn from TR33.841, SA3 would formally ask ETSI SAGE to evaluate the promising algorithms. Whenever the evaluation is passed, SA3 would make a decision whether ZUC-256 can be used in 5G.
*************** End of Change 1 ****************
