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1
Decision/action requested

We propose the update and clean-up of key issues in security area #11 in TR 33.899 [x].
2
References

[x]
3GPP TR 33.889 v1.1.0 Study on the security aspects of the next generation system
3
Rationale

It is proposed to correct and clean-up key issues of security area #11 “Security visibility and configurability”. This pCR is the resubmission of S3-170327 which was not treated during SA3#86.

[EN in Key Issue #11.1: Service-dependent security requirements]

Editors' note : it is ffs as to whether this requirement only applies to 3GPP applications.

Although it is not clear if this will be in the scope of work, but it is possible to use proposed framework of solution #11.2 and #11.3 (i.e. by adding security preference of non-3GPP application, in addition to UE and user preference). It is proposed to include this as a question in Annex and specify details in normative phase.

NOTE: The scope of application (e.g. 3GPP or non-3GPP) may be specified in Annex E, “Questions and Interim Agreements”, if this key issue is considered to be valid for 5G Phase 1.
[3rd requirement in Key Issue #11.3: User control of security]

-
NextGen system shall be able to securely provide UE’s with an indication of the security capabilities of a network.
This overlaps with second requirement of Key Issue #11.2 “User awareness of security”, so it is proposed to delete the requirement. 

[Other minor clarifications and corrections]

In several occasions of security area, ‘level’ of security is used to provide the perspective of UE application, service, and users. Although ‘level’ of security is not recommended as in Annex B.2.1, it might be meaningful to leave it to express intention, so a note is proposed in the introduction of the security area.

NOTE: The ‘level’ of security in this security area is used to provide the perspective of UE application, and service, and users. This ‘level’ of security could be translated into security features or security capabilities in general.

In addition, a few of editorial corrections are proposed throughout the key issues.

4
Detailed proposal

It is proposed to include the following changes in TR 33.899 [x].

*** Change Proposal ***

5.11
Security area #11: Security visibility and configurability 

5.11.1
Introduction 

This security area covers visibility and configurability of security features for Next Generation System, where these features and capabilities depend on 3GPP services and operators. 
The user or the UE may need to be aware of the security available for a specific service so that they can choose whether this is secure enough for the service use.  Without the ability to determine the security level, applications may need to implement their own security features (wasteful in power and space) or there may be opportunities for that service to be hacked.

It should be possible for the user or UE application provider to set minimum security levels for applications.
NOTE: The ‘level’ of security in this security area is used to provide the perspective of UE application, and service, and users. This ‘level’ of security could be translated into security features or security capabilities in general.
5.11.3.1
Key Issue #11.1: Service-dependent security requirements

5.11.3.1.1
Key issue details

The level of security that a UE needs, or would prefer, or should expect, may vary depending on what services it is using at the time.  Some possible examples:

-
There may be some services / applications that, because of their sensitivity, should not run at all in the absence of user plane encryption, or in the absence of user plane integrity.

-
There may be some services / applications that, because of their sensitivity, should only run when at least UMTS security is in operation, even though the device supports GSM/GPRS.  Or at least LTE security, even though the device supports UMTS.  Or at least NextGen security (if NextGen introduces some enhanced security features relative to LTE), even though the device supports LTE.

-
There may perhaps be some services / applications that, because of their sensitivity, would benefit from a change of temporary UE identifier happening immediately before the service runs, or immediately after, or both.

5.11.3.1.2
Security threats 

There may be a gap between the level of security that a UE needs, or would prefer, or should expect – depending on what services it is using at the time – and what is actually provided, even though the needed / preferred / expected security level is achievable.

5.11.3.1.3
Potential security requirements

-
There should be a means for the UE to be aware of the mobile security requirements of individual services / applications, and to act on that knowledge.

NOTE: The scope of application (e.g. 3GPP or non-3GPP) may be specified in Annex E, “Questions and Interim Agreements”, if this key issue is considered to be valid for 5G Phase 1.

5.11.3.2
Key Issue #11.2: User awareness of security

5.11.3.2.1
Key issue details

Next generation system is expected to diverse access networks (Section 4.1 of TR 23.799), services (Section 5 of TR 22.891), and UE types. Different networks or services may have different security capabilities, but the implication of it may hardly be understood by users. Since this could mislead users to mistakenly trust or doubt the current service or access networks, and make harmful decision, there should be some way to let users be aware of major security implications (e.g. fallback to weak security).

5.11.3.2.2
Security threats 

Attackers could specifically target UEs in access networks or services with weak security, while users do not fully understand the situation, so for users to do sensitive transactions over the less secure environment. In general, this will make UEs more vulnerable.

Active attackers could make a UE move to less secure service or access network (e.g. by jamming the current serving eNB or network). Downgrade of security will make UEs and users more vulnerable.

Active attackers might let user to believe it is attached to a secure service or access network, while it is not the case in reality.

5.11.3.2.3
Potential security requirements

-
UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.

-
Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users.

-
UEs should be able to collect security capabilities of access networks and services, and derive security indication for users from those parameters.

-
UEs should be able to validate security indication related information from network.

5.11.3.3
Key Issue #11.3: User control of security

5.11.3.3.1
Key issue details

Assuming that a user (and/or an NG-UE) becomes aware of some of the security capabilities of access networks or services, whether such information is provided by networks or services, or the NG-UE derives it from other procedures, the user (or the NG-UE) may need to control the security based on its preferences. For this assumption to work, there has to be a secure mechanism to expose security capabilities of access networks or services. 5.11.3.3.2
Security threats 

Although a user may be aware of security level, if the access network or service selection is based on the other factors than security, then the user (and an NG-UE) might have no choice but to use a less secure access network. Attackers could make use of this, and lead users (and NG-UEs) to less secure situations. This will make more secure services or access networks unavailable to NG-UEs.

Attackers could attempt a bid-down attack which and lead an NG-UE, to use less secure parameters.

The absence of a secure mechanism to expose security capabilities of access networks or services can enable such a bid down attack.

5.11.3.3.3

Potential security requirements

· UEs shall provide users with means to select from available access networks or services, based on security capabilities (or security levels) of access networks or services.

· UEs shall provide users with means to configure minimum (or preferred) security capabilities (e.g. levels or parameters) which UEs shall try to satisfy when UEs choose or negotiate with access networks or services. There might be pre-defined default configuration of minimum (or preferred) security capabilities.

· UEs shall be able to send the preferred security capability to access networks or services. Access networks or services should try to meet the request from UE and provide acknowledgement whether the requested security is achieved or not.


· The solution should minimise the risk of accidental connection failures.
5.11.3.4
 Key Issue #11.4: On demand security framework

5.11.3.4.1
Key issue details

Next generation mobile network will provide an open service platform for diverse services and applications. The varying characteristics of those services and applications, along with the diverse device capability, requires a flexible and on demand security framework. The requirements come from the following use cases [7]:

-
Different services may require different security protection levels

-
Application QoS restricts the security level, e.g. security protection should satisfy the processing delay restriction that service required

-
The service and end user characteristics require a flexible security framework

-
The power consumption of the network and the end user device should be considered in next generation mobile network

-
The capability restriction of the end user device requires next generation mobile network a flexible security mechanism

5.11.3.4.2
Security threats 

Traditional fixed mechanisms and fixed policies for security are not applicable for all use cases in next generation mobile network, since next generation mobile network will be open to provide a diverse set of services and applications. 

Compared to a fixed level of security in current 3GPP networks, in the next generation mobile network, there will be some services that require very high security protection level (e.g., the public safety system). A low level of protection for such a service could cause attackers to issue fake messages, potentially leading to public panic. On the other hand, low cost, low security devices may be denied access to next generation mobile network services if an appropriate/different security protection level is not supported. 

Furthermore, a match between the security capabilities of NG-UE, security level requested by the application, and security protection level offered by the serving network provides optimal security for a given network service. An inability to assure such a match may lead to a sub-optimal security level. In such cases,  higher than optimal security may lead to possible exhaustion of security resources and lowered ability to react to threats, while lower than optimal security may lead to an increased vulnerability level.

5.11.3.4.3
Potential security requirements

The requirements for the next generation mobile network are:

-
Next generation mobile network should have a flexible and extensible security framework to protect diverse services and applications, various devices capabilities.

-
Security service is configurable and negotiable, when commissioned or upon application deployment, or when user/NG-UE requests a specific service.

-
The end user application, end user device and the network should have the capability to change the security policy, security capability and security parameters, when required. The change could be done via parameter configuration or software upgrade.

-
Serving / home networks should be able to support variable security to match service requirements.

*** End of Change ***

