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1
Decision/action requested

This solution for TS 33.180 defines the solution for protection of MCData, based on the proposed evaluation in TR 33.880.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

This solution for TS 33.180 defines the solution for protection of MCData, based on the proposed evaluation in TS 33.880.
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

*********************Start of changes*************************

8
MCData

8.1 
Overview


MCData SDS allows transmission of short data messages (SDS), either private or group, over both the signalling plane (reference point MCData-SDS-1) and media plane (reference point MCData-SDS-2).
MCData File Distribution (FD) also allows for transmission of files over the media plane.
MCData signalling for SDS and File Distribution is performed over MCData signalling payloads routed within SIP messages. Protection for these signalling messages uses the same key material as for MCPTT and MCVideo. 



The MCData SDS or FD message also contains a data payload. This may be within a SIP message should the signalling plane be used, or within a MSRP message should the media plane be used. The data payload may be end-to-end confidentiality and integrity protected according to an end to end security context payload. For one-to-one communications the PCK is used to protect the MCData data payload. For group communications, the GMK is used to protect the MCData data payload. The data payload may also be authenticated by the initiator.
Distribution of the PCK is within the signalling channel setup for the MCData private message (either SDS or FD). Distribution of the GMK is as defined in clause 5.7.
8.2 
Key Management

Key management for MCData follows the same model as MCVideo and MCPTT. Where a key is used for protection of MCData or MCVideo data, the same type of key shall be used in the same circumstance for MCData. Each key used for protection of MCData payloads is known as the MCData Payload Protection Key (DPPK).
MCData signalling payloads are protected as follows:

- Unicast MCData signalling payloads between client and server are protected using the CSK (e.g. the DPPK is the CSK).

- Multicast MCData signalling payloads from server to client are protected using a MuSiK (e.g. the DPPK is a MuSiK).

- MCData signalling payloads between servers are protected using the SPK (e.g. the DPPK is the SPK).

- MCData signalling payloads between two offline clients are protected using a PCK (e.g. the DPPK is the PCK).

- MCData signalling payloads between a group of offline clients are protected using a GMK (e.g. the DPPK is the GMK).

MCData data payloads are protected as follows:

- MCData data payloads end-to-end protected between two online clients are protected using a PCK (e.g. the DPPK is the PCK).

- MCData data payloads end-to-end protected between two offline clients are protected using a PCK (e.g. the DPPK is the PCK).

- MCData data payloads end-to-end protected between a group of online clients are protected using a GMK distributed by a GMS (e.g. the DPPK is the GMK).

- MCData data payloads end-to-end protected between a group of offline clients are protected using a GMK distributed by a GMS (e.g. the DPPK is the GMK).
NOTE: 
The DPPK is not a new type of key, it describes how the MC system's existing key types are used to protect MCData. Consequently, there will be multiple DPPKs in the MC System depending on the communication channel. Furthermore, while a PCK and a GMK may both be used as a DPPK to protect MCData in different channels, the PCK and the GMK shall never be the same key.
8.3
MCData signalling protection

8.3.1
Key distribution for signalling protection

Where signalling protection is required, key distribution and key use for MCData signalling is equivalent to MCPTT and MCVideo. The aim of key distribution is to establish a MCData Payload Protection Key (DPPK) per signalling channel between the communicating entities. Specifically:

- 
For unicast signalling transferred between the client and server, the CSK is used to protect the signalling (i.e. the DPPK is the CSK).

- 
For multicast signalling transferred from the server to the client, a MuSiK is used to protect the signalling (i.e. the DPPK is the MuSiK).
-
For inter-server signalling, a SPK is used to protect the signalling (i.e. the DPPK is the SPK).
- 
MCData signalling payloads between two offline clients are protected using a PCK (e.g. the DPPK is the PCK).

- 
MCData signalling payloads between a group of offline clients are protected using a GMK (e.g. the DPPK is the GMK).
The procedures for CSK distribution are defined in clause 9.2.1. The procudures for MuSiK distribution are defined in clause 9.2.2. The procedures for SPK distribution are defined in clause 9.2.3.
8.3.2
Protection of MCData application signalling payloads (XML)
Protection of MCData application signalling payloads, specifically XML content within SIP messages, is defined in clause 9.3. For the protection of MCData signalling, the XPK shall be the DPPK.
8.3.3
Protection of MCData signalling payloads
Protection of MCData signalling payloads is defined in clause 8.6.


8.4
One-to-one communications


The purpose of key management is to establish a MCData Payload Protection Key (DPPK) for the one-to-one communication channel between the pair of communicating clients. In the case of a one-to-one communication, the DPPK shall be the PCK. The PCK is used for end-to-end protection of one-to-one (private) SDS or FD data payloads.

The PCK and PCK-ID are distributed within the SIP message used to initiate the session. 
The PCK and PCK-ID is distributed using service-specific signalling. For all MCData services, SIP signalling is used to establish or send the MCData communication. The PCK and PCK-ID is distributed within a MIKEY payload contained within the SDP offer sent from the initiator to the receiver in the same way as for MCPTT and MCVideo. The procedures for PCK distribution are defined within clause 5.6.

This key distribution mechanism applies to the following messages defined in TS 23.282 [zz]:

-
MCData standalone data request

-
MCData session data request

-
MCData FD request


When required by the MCData service provider, protection shall be applied to the MCData data payloads using the PCK. Payload authentication may also be applied. The mechanisms used to secure these payloads are described in clause 8.6. 
Once the PCK is established between the source and destination, SDS and FD exchanges between this same source and destination may continue to use the same PCK for subsequent MCData communications by simply providing the PCK-ID in every SDS message.  













8.5
Group communications

The purpose of key management is to establish a MCData Payload Protection Key (DPPK) for the group communication between the group of communicating clients. In the case of group communication, the DPPK shall be the GMK. The GMK is distributed in the same way as for MCPTT and MCVideo group communications, as defined in clause 5.7.

When required by the MCData service provider, protection shall be applied to the MCData data payloads using the GMK. Payload authentication may also be applied. The mechanisms used to secure these payloads are described in clause 8.6.















8.6 
MCData payload protection

8.6.1
General
The following protected (encrypted and integrity protected) payloads are defined for MCData SDS and file distribution:

-
Protected SDS Signalling Payload

-
Protected FD Signalling Payload

-
Protected Data Payload

-
Protected SDS notification message

-
Protected FD notification message
The following authenticated payloads are defined for MCData SDS and file distribution:

-
Authenticated Data Payload

The following authenticated and protected (encrypted and integrity protected) payloads are defined for MCData SDS and file distribution:

-
Authenticated and Protected Data Payload
In this case both the procedures for protecting a payload and authenticating a payload are applied

8.6.2
Prequisites 
8.6.2.1 
Prequisites for protected payloads

The prequisites for encryption and integrity protection of a protected payload is that the MC client(s) or MC server(s) have a shared MCData Payload Protection Key (DPPK). This shall be the CSK, SPK, MuSiK, GMK or PCK depending on the payload that will be protected. The DPPK will also have a shared key identifier, the DPPK-ID. This shall be the CSK-ID, MuSiK-ID, SPK-ID, GMK-ID or PCK-ID respectively, based upon the type of key used. 

8.6.2.2 
Prequisites for authenticated payloads

The prequisites for authentication of an authenticated payload is that the MC client will have been keyed by a KMS as defined in clause 5.3.
8.6.3
Key derivation for protected payloads

Before protecting an MCData payload, the DPPK is hashed through a KDF (similar to the process used for XML protection for application signalling), to produce a MCData Payload Cipher Key (DPCK). The KDF is defined in Annex F.1.5.
8.6.4
Payload protection

8.6.4.1
Format of protected payloads

All protected payloads shall have the format defined in table 8.6.4.1-1:

Table 8.6.4.1-1: MCData Protected Payload message content

	Information Element
	Type/Reference
	Presence
	Format
	Length

	Message Type
	Message type
	M
	V
	1

	Date and Time
	Date and Time of creation of protected payload message.
	M
	V
	5

	Payload ID
	The identifier for the payload.
	M
	V
	4

	Payload sequence number
	The sequence number of the protected payload.
	M
	V
	1

	Algorithm
	See 8.6.4.2
	M
	V
	1

	IV
	Initialisation vector (or nonce) for message
	M
	V
	16

	DPPK-ID
	Key identifier
	M
	V
	4

	Payload
	Protected Payload (Ciphertext)
	M
	TLV-E
	x


Where ‘Payload’ will be the encrypted and integrity-protected payload encoded in a binary format.

NOTE: 
Date and Time is included as plaintext to allow the MCData server to order end-to-end protected messages and assess whether end-to-end protected messages may have expired.
NOTE: 
Payload ID and Payload sequence number allow protected payloads to be split over multiple SIP messages.
8.6.4.2
Encryption of protected payloads

Protection of payloads shall support the following algorithms (cipher suites):

Table 8.6.4.2-1: DP_AES_128_GCM algorithm parameters
	Parameter
	Value/Reference

	Algorithm ID
	DP_AES_128_GCM

	Cipher
	AEAD_AES_128_GCM (as defined in RFC 5116)

	DPCK Key length
	128 bits

	IV length
	128 bits

	AEAD authentication tag length
	128 bits


Table 8.6.4.2-2: DP_AES_256_GCM algorithm parameters
	Parameter
	Value/Reference

	Algorithm ID
	DP_AES_256_GCM

	Cipher
	AEAD_AES_256_GCM (as defined in RFC 5116 [yy])

	DPCK Key length
	256 bits

	IV length
	256 bits

	AEAD authentication tag length
	128 bits


In using the above cipher suites as defined in RFC 5116 [yy], the plaintext, P, shall be the full original plaintext payload. The associate data (AD) shall be the Message Type, Date and Time, Payload ID, Payload sequence number, Algorithm, IV, and DPPK-ID fields within the MCData Protected Payload message content defined in clause 8.6.4.1.

8.6.5
Payload authentication
Authenticated payloads shall have the format defined in table 8.6.5-1:

Table 8.6.5-1: MCData Authenticated Payload message content

	Information Element
	Type/Reference
	Presence
	Format
	Length

	Original Payload
	Original Payload (unchanged)
	M
	TLV-E
	x

	Signature
	Based on algorithm
	M
	TLV-E
	x


The signature shall be on the entire payload excluding the value of the signature element. However, the type and length of the signature element shall be included in the signature. The signature value shall be encoded in binary format.

The ECCSI signature algorithm as defined in RFC 6507 [zz] shall be supported by MC clients.

NOTE: 
It is assumed that the signer’s identity and the signer’s KMS is known prior to distribution of the payload (e.g. due to establishment of the DPPK in the signalling channel).

*********************Next change*************************
F.1.5
Calculation of keys for MCData payload protection

The following parameters shall be used to form the input S to the KDF that is specified in annex B of 3GPP TS 33.220 [27]. The key used by the KDF shall be the DPPK:

-
FC = 0xaa, (for MCData Payload Protection), 
-
P0 = DPPK-ID.

-
L0 = length of above, expressed in number of bytes (i.e. 0x00 0x17).

The DPPK-ID follow the encoding also specified in annex B of 3GPP TS 33.220 [17].

Where the DPPK is 128-bits, the DPCK shall be 128-bits and hence the 128 least significant bits of the 256 bits of the KDF output shall be used as the signalling protection key. Where the DPPK is 256-bits, the output DPCK shall be 256-bits and hence the entire output of the KDF shall be used.
*********************End of changes*************************

